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Legal information

Warning notice system
This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent damage
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avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
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Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
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are required to ensure that the products operate safely and without any problems. The permissible ambient
conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks
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Preface

This documentation contains all the information you need to get started with Industrial Edge (IE)
and is intended for operators who commission the Industrial Edge Management (IEM).

The complete operating manual for operators who, for example, commission and operate
Edge Devices, as well as service and maintenance technicians who perform error analysis, is
included in the "Industrial Edge Management - Operation (https://
support.industry.siemens.com/cs/us/en/view/109780393)" manual.

The documentation for programmers who develop respectively package their own Edge Apps
and load these Edge Apps to the IEM through the Industrial Edge App Publisherisincluded in the
"Industrial Edge App Publisher - Operation (https://support.industry.siemens.com/cs/us/en/
view/109780392)" manual.

New features, known issues and notes on use regarding new published versions of the Industrial
Edge Management are included in the "Industrial Edge - Release Notes (https://
support.industry.siemens.com/cs/us/en/view/109780394)" manual.

An overview with regard to security for Industrial Edge and its components are included in the
"Industrial Edge - Security overview (https://support.industry.siemens.com/cs/us/en/view/
109781002)" manual.

Information regarding Edge Devices and their operations are included in the "Industrial Edge
Device - Operation (https://support.industry.siemens.com/cs/us/en/view/109783785)" manual.

Instructions and sequences to update Industrial Edge and its components are included in the
"Industrial Edge - Update Procedures (https://support.industry.siemens.com/cs/us/enl/view/
109795343)" manual.

Requirements and procedures on publishing apps to the IE Hub are included in the
"Industrial Edge - Publishing Apps to the IE Hub (https://support.industry.siemens.coml/cs/us/en/
view/109803581)" manual.

Purpose of this document
The objectives of this documentation include the following:
* You are provided with a functional overview of Industrial Edge.

* You find all the information on how to set up the Industrial Edge Management (IEM) On-
Premises.

* You learn how to connect an Edge Device to your IEM and install Edge Apps onto
Edge Devices.

Basic knowledge required
¢ Solid knowledge of personal computers is required.
¢ Solid knowledge of Linux-based operating systems is required.

¢ Solid knowledge of Linux-based command lines is required.
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¢ Solid knowledge of IP-based networks is required.
* Solid knowledge of Docker is required.
* General knowledge in the field of IT is required.

¢ General knowledge in the field of automation technology is recommended.

Scope of this document

Convention

Figures

This Getting Started is valid for Industrial Edge.

The term "Edge Device" is used in this documentation to designate hardware with a configured
Industrial Edge Device OS.

Instead of the product designation "Industrial Edge Apps", the short forms "Edge Apps" and
"Apps" are also used.

Instead of the product designation "Industrial Edge System Apps", the short form "System Apps"
is also used.

Instead of the product designation "Industrial Edge Device", the short form "Edge Device" is also
used.

Instead of the product designations "Industrial Edge Databus" and "Industrial Edge
Databus Configurator”, the short forms "Databus" and "Databus Configurator" are also used
respectively.

Instead of the product designations "Industrial Edge Cloud Connector" and "Industrial Edge
Cloud Connector Configurator", the short forms "Cloud Connector" and "Cloud Connector
Configurator" are also used respectively.

Picture components are marked with black position numbers on a white background: @ @ @
etc.
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Industrial security

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security
concept. Siemens’ products and solutions constitute one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems,

machines and networks. Such systems, machines and components should only be connected to
anenterprise network or the internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.

For additional information on industrial security measures that may be implemented, please
visit (http:/lwww.siemens.com/industrialsecurity).

Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at (https://support.industry.siemens.com/cs/start?).

Follow the recommendations stated in this document. In addition, observe and follow the
security statements, which are valid for this documentation, from the

"Industrial Edge - Security Overview (https://support.industry.siemens.com/cs/us/en/view/
109781002)" manual. Following these recommendations and security statements ensures that
Siemens will provide correct response in case some vulnerabilities are found in the system.
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Overview of Industrial Edge

Industrial Edge combines local engineering with Cloud engineering.

Industrial Edge provides you with the following options:

Install and use apps as required

Distribution of apps to individual or grouped Edge Devices
Availability of local data and, if desired, global data

Regular software update cycles for Edge Devices and Edge Apps
Pre-processing of data with low latency times

Regular maintenance and updates of your system

Management of associated Edge Devices and Edge Apps
Development of custom Edge Apps

Connectivity to your IT system and to automation

Transfer of data with IT and cloud systems

Industrial Edge Management - Getting Started 08/22
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Overview of Industrial Edge

Industrial Edge

Hub (IEH) ;

Download

Industrial Edge Industrial Edge
App Publisher Management
(IEAP) (IEM)

Publish

T Industrial Edge

Device (IED) III.’

Industrial Edge consists of the following main components:

e Industrial Edge Hub (IEH):
The Industrial Edge Hub (IEH) is placed in the cloud level and is the central starting point of
Industrial Edge. From the IEH, you download the Industrial Edge Management OS to enable
the IEM on-premises and all necessary software for running the IEM. Furthermore, the IEH
provides an app catalog where you purchase available Edge Apps. All necessary
documentation and information about Industrial Edge is also available in the IEH.

* Industrial Edge Management (IEM):
The Industrial Edge Management is placed in the factory level and is the central
infrastructure of Industrial Edge. The Industrial Edge Management is available as local IEM
On-Premises. The Industrial Edge Management allows you to manage both connected
Edge Devices and Edge Apps that you install individually on each Edge Device. The Industrial
Edge Management also provide tools for managing Edge Devices and tracking analytics.
Developers also have the possibility to create new projects using collaboration features and
role-based access for co-developers.

Industrial Edge Management - Getting Started 08/22
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Overview of Industrial Edge

¢ Industrial Edge Devices:
Industrial Edge Devices (IEDs) are placed in the field level where the data generation and
acquisition from automation systems take place. Edge Devices can store automation data
locally and retrieve it as needed. In addition, Edge Devices can load this data to the cloud
infrastructure (e.g. MindSphere) and retrieve it at any time. Once provisioned and
connected, the IEM activates the Edge Device through an Edge Device configuration file.

¢ Industrial Edge Apps:
Industrial Edge Apps are used for intelligent processing of automation data. Edge Apps are
available from Siemens, business partners (App Partners), third-party vendors or from your
own development. You use the IEM to configure, install and maintain these Docker
containerized Edge Apps to targeted Edge Devices.

e Industrial Edge App Publisher (IEAP):
The Industrial Edge App Publisher is a software application to package Docker images to
Industrial Edge Apps and to publish these Industrial Edge Apps to your IEM. The
Industrial Edge Apps can then be installed on Industrial Edge Devices. The IEAP is available for
Windows and Linux operating systems.

Industrial Edge Management - Getting Started 08/22
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Industrial Edge Hub

3.1 Sign up

Requirement

* You have purchased access to the Industrial Edge Hub.

Note
Purchasing access to the Industrial Edge Hub

You purchase access to the Industrial Edge Hub in the Siemens Industry Mall or in the IE
Marketplace. The purchasing process requires an email address and the allocated location.

* You have received a welcome email containing the URL of the Industrial Edge Hub.

Note
Receiving the welcome email

You receive the welcome email after you have purchased access to the Industrial Edge Hub.
It takes some time between the purchase process and the receipt of the welcome email.

Industrial Edge Management - Getting Started 08/22
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Industrial Edge Hub

3.1 Sign up

Procedure

1. After you have received the welcome email containing the URL of the Industrial Edge Hub,
open the Industrial Edge Hub by clicking the link in the welcome email.
The login screen for Industrial Edge Hub is displayed.

| Siemens ID Login Service

Log In

Don't remember your password?

2. Click the "Sign up" tab.

3. Enter the following parameters in the according input fields:

Email address: Email address that has been specified for the Industrial Edge Hub access

Password: Password to log in to the Industrial Edge Hub

Note
Password requirements

The password must meet at least 8 characters, 1 upper-case letter, 1 special character and
1 number.

First name: First name of the email user

Last name: Last name of the email user

All input fields are mandatory.

4. Read and accept the terms of use.

16

Industrial Edge Management - Getting Started 08/22
Getting Started, 08/2022, ASE50177870-AK



Industrial Edge Hub

3.1 Sign up

5. Click "Sign Up".
The "Welcome" screen is displayed.

Welcome %

Welcome to Industrial Edge Hub. Please check the information below and click
continue to complete your account activation.

Name:
Email:

Country: DE

If your user information is incorrect, please contact with Siemens Support

6. Check your data.

7. If everything is correct, click "Continue".

Note
Incorrect data

If the data is incorrect, click the link to contact the Siemens support.

The "Confirmation of delivery address and Export Control Clause" screen is displayed.

Confirmation of delivery address and Export Control Clause X
Delivery Address

Email:

Country Code: DE

[ The user confirms that the download is executed on the displayed country.

Export regulations for DE

export regulations (en) &
export regulations (de) &'

[] The export control clause for distribution contracts is accepted.

_ |2

The displayed export regulations in the screen depend on your location, here for example
Germany.

Industrial Edge Management - Getting Started 08/22
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Industrial Edge Hub

3.2 Log in and sign out

8. Before entering the Industrial Edge Hub, read the export regulations.

9. Accept the export regulations by selecting the 2 check boxes.
The acceptance will be logged in the Industrial Edge Hub database along with the date of

acceptance.

10.When both check boxes are selected, click "Continue".
The home page of the Industrial Edge Hub is displayed.

3.2 Log in and sign out

Requirement

* You have purchased the Industrial Edge Hub access.

* You have successfully signed up to the Industrial Edge Hub.

Log in

1. Open the IE Hub by entering the URL into an Internet browser.
The login screen is displayed.

| Siemens ID Login Service

Log In

Don't remember your password?

2. In the "Login" screen, enter your email address and your password in the according input
fields.

Industrial Edge Management - Getting Started 08/22
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Industrial Edge Hub

3.2 Log in and sign out

3. Click "Log in".
The "Organization Selection" screen is displayed.

Organization Selection

Organization

O MyDisplayName

You have the possibility, to be registered in several IE Hub organizations. If you are registered
in several IE Hub organizations, these IE Hub organizations are displayed in this screen. All
resources, registered users, available licenses and assigned apps are only valid in the specific
IE Hub organization you log into. The IE Hub organization name is generated automatically
by the system without any meaning or semantics and cannot be changed. The display name
can be renamed under "Organization Settings" once you are logged into the IE Hub.

If you are registered in just 1 IE Hub organization, the IE Hub organization will open directly
without the selection of an IE Hub organization.

4. Select the check box of the IE Hub organization you want to log into.
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5. Click "Continue".
The "Confirmation of delivery address and Export Control Clause" screen is displayed.

Confirmation of delivery address and Export Control Clause X
Delivery Address

Email:
Country Code: DE

[ The user confirms that the download is executed on the displayed country.

Export regulations for DE

export regulations (en) &
export regulations (de)

[] The export control clause for distribution contracts is accepted.

_ |2

The available export regulations in the screen depend on your location, here for example
Germany.

6. Before entering the IE Hub, you must read the export regulations.

7. Accept the export regulations by selecting the 2 check boxes.
The acceptance will be logged in the IE Hub database along with the date of acceptance.

8. When both check boxes are selected, click "Continue".
The home page of the IE Hub is displayed.

Note
IE Hub URL
The IE Hub URL adapts to the generated IE Hub organization name. For example, when the

organization name is "core", the URL will be "https:/icore.iehub.eu1.edge.siemens.cloud".
You can directly log into specific IE Hub organizations by using the respective URL.

No access to the Industrial Edge Hub

If you try to sign into the Industrial Edge Hub without having purchased access to the Industrial
Edge Hub, the following screen is displayed:

Action Required

Industrial Edge Hub is not purchased for your e-mail address.

You can purchase access to Industrial Edge Hub from Siemens Industry Mall.
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Purchase access to the Industrial Edge Hub in the Siemens Industry Mall by clicking the link.

Sign out
1. Click the user icon in the top right corner.
2. Click "Logout".
SIEMENS Industrial Edge o A E’
Organization Mame: Core - cone
Profile
Switch Organization
You are signed out from the IE Hub.
3.3 Home

After you log into the IE Hub, the "Home" screen of the IE Hub is displayed.
The following figure shows the IE Hub home page:
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By clicking the button within the tiles, you navigate to the according menu item. By clicking
"Access MindSphere", you will be redirected to MindSphere.

The IE Hub provides the following navigation menu:
* Home

* Application Management

* Library

* Licenses

* |EM Instances

* Download Software

* Documents

* User Management

* Organization Settings

Notifications

By clicking the M icon, the "Notifications" screen with all notifications referring to the IE Hub is
displayed. For example, whenever 1 of the following events occur, the according notification is
displayed in the "Notifications" screen:

* Purchased Edge Device licenses
* Purchased Edge App licenses
* Releases of new Industrial Edge Management OS

* Releases of new Industrial Edge Device OS

Industrial Edge Management - Getting Started 08/22
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3.3 Home

¢ Releases of new Edge App versions

¢ Updates of Edge Apps

IE Hub under maintenance
When the IE Hub is under maintenance or when new features and components are getting
deployed, the following message will be displayed in the IE Hub.

Industrial Edge is under maintenance and will be fully functional soon. Thank you for your patience.

In this maintenance interval, you cannot use the IE Hub. After the required work is done, the
message is removed from the IE Hub and you can use again the IE Hub.

Industrial Edge Management - Getting Started 08/22
Getting Started, 08/2022, ASE50177870-AK

23



Industrial Edge Hub
3.4 Application Management

3.4 Application Management

3.4.1 Overview

Publishing Apps to the IE Hub

In the "Application Management" screen, you have the possibility to publish apps to the IE Hub.
To do so, you must accept the Ecosystem Agreement.

Ecosystem Agreement X

Acceptance period will expire in 30 days

I@Q! Terms & Conditions

For usage of Application Management you must accept the Ecosystem Agreement.
ECOSYSTEM AGREEMENT o

This Ecosystem Agreement ("Agreement”) is entered into between Siemens
Aktiengesellschaft, Werner-von-Siemens-5trale 1, 80333 Munich, Germany
("Siemens”, "We", "Us", "Our"} and you as a natural person or the legal entity you
represent and you are acting on behalf of ("App Developer”, “You", "Your”). This
Agreement may be accepted by manual signature or electronic signature, or
through an electronic system specified by Siemens. In the electronic system, You
will be prompted to accept this Agreement by clicking a button. You represent
and warrant that You have the power and authority to enter into this Agreement
with Us and to perform Your obligations under this Agreement without
restriction and, iIf You are a corporation or other legal entity and are not acting
as an individual, the person entering into this Agreement has all necessary lega
autherity to bind You to this Agreement.

1. SERVICES

1.1 This Agreement governs Your participation in Our Ecosystem App
Developer Program focusing amongst others on Services for app developing and
for the lifecycle management of apps on the Industrial Edge platform and sets
out the Parties’ rights and obligations under its umbrella.

You find more information on the Ecosystem Agreement and information on how to publish
apps to the IE Hub in the "Industrial Edge - Publishing Apps to the IE Hub (https://
support.industry.siemens.com/cs/us/en/view/109803581)" manual.

Granting access to Application Management APIs

After you have accepted the Ecosystem Agreement, the iz icon is enabled in the top right
corner in the header of the IE Hub. Through this icon, you can create maximum 3 accounts
whom you can grant access to the Application Management APIs.
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You find more information on how to grant access to Application Management APIs in the
"Industrial Edge - Publishing Apps to the IE Hub (https://support.industry.siemens.coml/cs/us/en/
view/109803581)" manual.

3.5 Library
The "Library" screen lists all apps for which you purchased a license and which you can transfer
to your IEM instances.

System Apps are included in the purchase of the Industrial Edge Management, so you do not
have to purchase a license for System Apps. You can directly copy the System Apps to the catalog
of an IEM instance.

The following figure shows an example of the "Library" screen:

Search applicatlon x E G| Purchased (Active) Owned X ; System X | B Industrial Edge Marketplace

[—

@ LD@ @
eH| | @

|E Cloud Copnector |IE Databus |IE Flow Creator

Licensed app

Search for an app

App version

Copy app to IEM instances
Filter apps

Open app documentation

OIIGIOIOIOLS)

Open Industrial Edge Marketplace

To purchase apps and app licenses, visit the Industrial Edge Marketplace.

By clicking an app tile, you can check the license details of the respective app, for example:
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3.5 Library
Data Service
N Licenses: 1
E Free s5e
—
0 1
|
If a license report was sent from the IEM to the IE Hub, the report is displayed in this screen.
@ ©) ®
Data Service
Licenses: 1
Free se
0 1
|
Installed on Usage Report Date
Filter mmiddiyyyy | 88 W ‘
1 Jun 02, 2022 11:01 AM J
@ IEM instance
@ Number of used licenses on the corresponding IEM instance
@ Creation date of the report
You find more information on creating and sending a license report from the IEM to the IE Hub
in the "Admin Ul > Licenses" subsection in the "Industrial Edge Management - Operation"
manual.
Note
Ifan IEM instance is deleted from the IE Hub, reports that belong to the deleted IEM instance will
be deleted too.
Industrial Edge Management - Getting Started 08/22
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3.5.1

Procedure

3.5.2

3.5.3

Requirement

3.5 Library

Copying an app to IEM instances

Copying an app to IEM instances requires a created IEM instance and an Internet connection.
With this functionality, you send the app directly to the catalog of the Management Ul of the I[EM
instances.

To copy an app to IEM instances, proceed as follows:

1. Click the [ icon of the app you want to copy to IEM instances.
The "Copy Application to IEM Catalog" screen is displayed.

2. Select all the IEM instances you want to send the app to.

Note

You can also search for the name of an IEM instance.

3. Click "Copy".
An according job is created. You can check the job status in the job status screen in the
Managemet Ul of the respective IEM instances.

Opening app documentation

If the app provides a documentation, the app tile contains the documentation icon.

B
All)
IE Databus
]

By clicking the icon, you will be redirected to the documentation page.

Purchasing an app

You purchase apps respectively app licenses in the IE Marketplace. To be able to purchase apps,
you need an access code. To get this access code, contact the regional Siemens contact person.

You have received the access code from the regional Siemens contact person.
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Procedure
1. In the "Library" screen of the IE Hub, click "Industrial Edge Marketplace".

Search application % oY Filter ~ Purchased (Active) X Owned ¥ System X B Industnal Edge Marketplace I
B Q & o&E 5] . =
Device Scanner Ser... IE Cloud Connector IE Databus |E Flow Creator IE Mindsphere Con...

2. Click "Manufacturing & Process Industries”.
The Industrial Edge Marketplace is opened.
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3. Click the tile of the app you want to purchase, in this example the "Energy Manager" app.
The app description and app details are displayed.

Femens PLM = Industial Egge Marketplace > Manufaouring & Frocess Nduswies » Energy Wana ger

Energy Manager
B d by SEEMENS

Increase energy efficiency and reduce energy costs using differant analytics for consumption.
Energy Manager prowides '\riSlDill[}’ across distributed energy consumers includng machines, lines or whole sites,

Everything can be connected to your Edge device and accessed to benchmark energy consumers and to visualize
aplimization potential,

Drata is transformed using KPIs and displaved in easily configured dashboards accoding to the needs of different
uzars, Energy efficiency measures can be derived based on increased transparency.

Energy transparency supperting 150 30001

Flexible kP definition and user specific dashboards providing a holistic view of energy consumption to derive
enzrgy efficiency measures

Transparency of energy costs and comsumption from the machine level to plant lewel

Frerequisites
#* Industrial Edge Hub Access

# Data Service

Additiona| Requirements

wardware Demands Subscription per installed app instarce including three (3] assets.

Quantity

Mirirmum: 1
et

ental Terms (alpha code IE)

On the left, you find all prerequisites and requirements needed to run this app in the IEM.

Energy Manager
Frowiced by SIEMENS

Increase energy efficiency and reduce energy costs using differant analytics for consumption.
Energy Manager prowides '\riSlDill[}’ across distributed energy consumers includng machines, lines or whole sites,

Everything can be connected to your Edge device and accessed to benchmark energy consumers and to visualize
aplimization potential,

Drata is transformed using KPIs and displaved in easily configured dashboards accoding to the needs of different
uzars, Energy efficiency measures can be derived based on increased transparency.

Prerequisites # Energy transparency supporting 150 50001
# Industrial Edge Hub Access = Flexible kP definition and user specific dashbeards providing a holistic view of energy consumption to derive

enzrgy efficiency measures
» Transparency of energy costs and consumption frem the machine level to plant level

# Data Sef

Additiona| Requirements
Hardware Demands
Indust dge Managem

Subscription per installed app instarce including three (3] assets.

Quantity

Mirirmum: 1

Terms & Conditions
i s toemier Agreament

ndustriz! Edge Supplernental Terms (alpha code IE)

You can purchase all these required products in 1 transaction.
4. Enter the amount of required licenses in the "Quantity” input field.

5. In the "Access Code" input field, enter the received access code.
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3.5 Library
6. Click "Add to Cart".
The cart is displayed.
™ Cart
@ Energy Manager Oty Price Suppaorted Purchase Methods W Delei=
Gifling Term: Yearly 10 - USD 84,120 ! year Credit Card
SUSCTIGNGN Term Yeany Payment On Account
Additional Info Minimum: 1
Prerequisites
#* Inctusinal Edge Hub ACcess
#* Data Service
Promo Code Apply Quantity Changes

€ Continue Shopping

Total: USD $4,120

Priras and offers in the cart ars susject ta changs until the order is s hmitted

- I

Payment Type

7. If not yet purchased, add all required products to the cart.
For that, you can click the respective links under "Prerequisites” and add all needed products
to the cart in the same manner.

™ot

@ Energy Manager Qy Price Supported Purchase Methods W Oelete
Billing Term:Yearly 10 s UsD 54,120 year Credit Card
Subscription Term: Yearly Payment On Account
Additional Info Minirmums: 1
ﬁ Industrial Edge Hub Access oty Supported Purchase Methods W Delste
= Bitling Term:Yaarly 1 = Credit Card
Subscription Term: Fearly Payrment On Account
Additiznal Info ‘valid Input: 1
i Data Service Oy Supported Purchase Matnods W Delere
Bitling Tarm:Yeasly 10 = Credit Card
Subscrigrion Term! ¥eary - Fayment On Account
Additional Info Minirmum: 1
Promo Code Apply Code apply Quantity Changes
Total: USD 54,120
Py w0 iner I7 { I i I 1
£ Continue Shopping Payment Type e Chedkout }
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8. From the "Payment Type" drop-down list, select your favored payment type.
For 3rd party apps, only the "Credit Card" payment type is available.

9. Check again your provided information.

Note

You can edit again the amount of licenses and apply the changes by clicking "Apply Quantity
Changes".

10.Click "Checkout" and follow the instructions on the screen.

- Cart
e Energy Manager Qty Frice Supparted Purchase Methods ¥ Delete
2 Bitling Term:Yearly 0 . USD 54,120 year Credit Card
3 i Payment On Accownt
Mimimum: 1
- Qy Supported Furchase Methods ¥ Dol
- B Credit Card
Payment On Account
Additiar , alid Imput: 1
bg Oty Supparted Purchase Methods W Del=t=
0 = Credit Card
N Payment On Account
itiena Minimum: 1
Toral: USD $4,120
£ Continue Shopping Pa_.;-ne.Ee-Un Account v
After you have purchased the app, the app is displayed in the IE Hub under "Library". From
there, you can copy the app to your IEM instances. The amount of licenses, the license itself
and further information are displayed under "Licenses". If needed, you can purchase more
licenses of the respective app from there.
3.6 Licenses

The "Licenses" menu item lists all licenses and subscriptions that you ordered.
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3.6 Licenses

3.6.1 Purchased app licenses

The "Applications" tab lists all app licenses that you have purchased. The following figure shows
the "Applications" tab as an example:

®

Applications Devices PuUIChases

Filter for application T

kﬂ' Data Service

My Amazing SDEX App ?

_Q_ PROFINET |0 Connector

PROFINET

®

‘My Amazing SDEX A@

[# Purchase more licanses on Marketplace

@ Purchased apps
@)

Licenses: 1
Fres n use
0 1
|
Instzlled on Usage Report Date
Filtar A 4 mmiddiyyy 0O F

Jun02, 2022 11:01 AM

¢ Number of valid licenses in total of the selected app

¢ Free licenses that can be used

¢ Number of used licenses

App name

®©

¢ |EM instance

License report table including:

¢ Number of used licenses on the corresponding IEM instance

e C(Creation date of the report

@ Link to the respective app in the IE Marketplace to purchase more licenses

System Apps and your own apps are not listed in this screen.
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3.6.2 Purchased Edge Device licenses

The "Devices" tab displays the amount of Industrial Edge Device licenses that you have
purchased from the IE Marketplace. The following figure shows the "Devices" tab as an example:

Applications Devices Purchases

‘ Industrial Edge Devices ¢ Purchase more licenses on Marketplace

Licenses: 1

Installed on Usage Report Date
Filter Y mmiddiyyyy & F

1 Jun 02, 2022 11:01 AM

1 license enables the connection and management of 1 Industrial Edge Device. By default, 1
license is included at no charge with each Industrial Edge Management system. To purchase
more Edge Device licenses, click "Purchase more licenses on Marketplace". In the IE Marketplace,
purchase the amount of licenses you require to permanently onboard and manage your
Industrial Edge Devices within your Industrial Edge Management system.

If a license report was sent from the IEM to the IE Hub, the report is displayed in this screen.
Similar to purchased app licenses, the table shows:

* |EM instance
¢ Number of used licenses on the corresponding IEM instance
¢ Creation date of the report

You find more information on creating and sending a license report from the IEM to the IE Hub
in the "Admin Ul > Licenses" subsection in the "Industrial Edge Management - Operation”
manual.

3.6.3 Purchased licenses

The "Purchases" tab lists all licenses and subscriptions of your purchased products. The tab is
divided into the "Industry Mall" and the "Industrial Edge Marketplace" section.
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The "Industry Mall" section lists all purchased licenses. The following figure shows the "Industry
Mall" section as an example:

@ @ ® @ ®

Applications Devices Purchases
Industry Mall Industrial Edge Marketplaces
Product Licensed By Licensed to Order Date License Files
Filter Y | Filter T | Filter T | tt.mmjjjj m
|IE Databus App License
Mowv 12, 2020 15:20 PM Licence
Crder Mo.
|IE Cloud Connector App License
' . Mowv 12, 2020 15:20 PM Licence

Order Mo

Product name and order number (MLFB)
Purchaser email address
Customer email address

Date of order

OOOEE

Download license file

The "Industrial Edge Marketplace" section lists all subscriptions that you ordered from the IE
Marketplace. The following figure shows the "Industrial Edge Marketplace" section as an
example:
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@

3.7 IEM Instances

@ ® @ ® ® o

Applications Devices Furchases
Industry Mall Industrial Edge Marketplaces
Subscription ID Product Purchaser Contract 5tart [|ate Contract End C|ate Quantity
Filter W | Filter ¥ | Fitter ¥ mmiddiyyyy M W mmiddiyy | B3O
Data Service i@fiemens.com Jun 249, 2022 Jun 29, 2023 10
My Amazing SDEX App @siemens.com Jul 28, 2022 Jul 26, 2023 = [L }
Data Service siemens.com Sep 20, 2021 Sep 20, 2022 20
My Amazing SDEX App @=izmens.com Aug 11, 2020 Aug 11, 2021 3
My Amazing SDEX App @S2 mens.com Aug 11, 2020 Aug 7. 1021 3

OIGIOIOIOLS)

3.7

! . )

Subscription ID

Product name

Email address of the purchaser
Subscription start
Subscription end
Auto-renewal status

Number of subscriptions

The auto-renewal status indicates whether the product license that is about to expire will be
automatically renewed or not when the subscription end is reached.

Product licenses that are marked with the & icon will not be automatically renewed when the
subscription end is reached and will not be available anymore after subscription end. Product

licenses that are marked with the = icon will be automatically renewed when the subscription
end isreached. In both cases, if you want to change the auto-renewal status, contact the product
purchaser.

IEM Instances

The "IEM Instances" screen lists all existing IEM instances and provides the following functions:
* Creation of new IEM instances
¢ Management of IEM instances

When you create a new IEM instance, the IEM instance is added to the table and a configuration
file is created. This configuration file contains the configuration for the IEM that you need to set
up the IEM instance.

The following figure shows the "IEM Instances" screen as an example:
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+ Create New [EM Instant:

Mame

iemberlin

iemhamburg

iemmunich

Description Creator Configuration Date Status Actions
Factory in Hamburg May 11, 2022 10:46 AM Online [£9 £3 [ |
Factory in Munich May 11, 2022 10:45 AM Online [£9 £3 [ |

Mar 31, 2022 09:51 AM F = |

|

@ Create New IEM Instance

IEM instances table

Listed IEM instances inclusive following information:

36

Name: Name of the instance

Description: Description of the respective instance

Creator: E-mail address of the instance's creator
Configuration Date: Creation date of the instance

Status: Status of the instance

— Online: I[EM instance is running

— Offline: IEM instance is offline since minimum 15 minutes
Actions: Manage instance

— Edit instance description

— Download configuration file

— Delete instance

Note
Description and creator of IEM instances
With IE release 06/22, the description and the creator of an IEM instance is also displayed in the

table. For IEM instances, that have been created with earlier IE versions, the respective columns
are empty. For these IEM instances, you can add a description afterwards.
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3.71 Managing IEM instances

Creating an IEM instance

When you click "Create New IEM Instance", you create an IEM instance and the according
configuration file which you need for setting up your IEM instance. You find the detailed
procedure to create an IEM instance in the "Creating IEM instance and downloading the
configuration file (Page 55)" subsection.

Editing IEM instance description

To edit (orto add) an IEM instance description, click the & icon of the respective instance. Enter
the description and save the changes by clicking "Save".

Downloading an IEM configuration file

To download an IEM configuration file, click the & icon of the respective instance. The
configuration file is downloaded to the standard download folder of your Internet browser.

Deleting an IEM instance

1. Click the i icon of the respective instance.
A warning is displayed.

WARNING! X

Deleting the 1EM configuration will result in deletion of the Edge

Device and loss of the data corresponding to that Edge Device.

All the licenses which are allocatediused within this instance will

also be released so that licenses can be used by other [EMs.

Are you sure that you want to delete "instance?

If you delete the IEM instance, all data corresponding to this IEM instance will be deleted
irrecoverable.

2. To confirm the deletion, click "Yes".
The IEM configuration is deleted from the IEH.

3.8 Download Software

In the "Download Software" screen you download all necessary software for running the IEM.
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3.9

3.10

3.10.1

38

In the "Initial Setup Tools" tab, you download the Industrial Edge Management OS which runson
a VM. From the "Update Packages" tab, you download the software update package to update
the Industrial Edge Management. From the "Developer Tools" tab, you download the Windows
respectively Linux version of either the Ul based software or the CLI (command line interface) of
the Industrial Edge App Publisher. In addition, you can download the Industrial Edge Control (IE
CTL), the Command Line Interface to interact with Industrial Edge and its components.

By clicking the "Download" button of the corresponding software, the software is downloaded
to the standard download folder of your Internet browser.

The respective software also includes links for its open source software (OSS) sources and for the
OSS readme. By clicking 1 of the links, the respective file is being downloaded.

Documents

In the "Documents" screen, you get the necessary documentation and additional information
regarding Industrial Edge.

You can open all documents either as PDF or HTML file.

User Management

Overview

Itis possible to be registered in several I[E Hub organizations. In the "User Management" section,
you get an overview of all registered users in the logged IE Hub organization and also a list of
invited users who have not yet accepted the invitation to access this IE Hub organization. You can
invite new users to this IE Hub organization, delete users from the organization and manage
roles assigned to the users.

The "User Management" screen is displayed as follows for example:
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® @ ®

=+ Invite User

Active Users
Email Name Surname Roles Actions
|Fi|ter Y [Fiter Y |Filter Y |Filter T
i ADMIN, USER, ORGANIZATION_ADMIN _ E]_
1 I ADMIN, USER Z ¥
N I ADMIN, USER, ORGANIZATION_ADMIN = '
APP_SELLER, DEVICE_BUILDER, USER, = '

T B

Pending Invitations

Email Roles Invitation Date Actions
Filter Y  Filter T
USER, DRGANIZATION_ADMIN Sep 30, 2021 10:15 AM — @— _®
USER, ORGANIZATION_ADMIN May 10, 2021 09:59 AM F ¥
USER, DRGANIZATION_ADMIN Feb 25, 2021 10:33 AM Z W
USER, ORGANIZATION_ADMIN lan 2B, 2021 07:03 AM F ¥

Invite new users to your [E Hub organization
Registered users

Filter respective column

Manage user roles

Delete user

@OEOWEO

Pending users

Note

Filtering can also be combined with several columns.

Inviting new users, deleting users and managing user roles is only available for users with the
"ORGANIZATION_ADMIN" role.
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3.10.2 Inviting a new user

Requirement
The "ORGANIZATION_ADMIN" role is assigned to you.

Procedure

1. Click "Invite User".
The "Invite User" screen is displayed.

Invite User

Email*

Location b
[ Available Roles [ current Roles

D ORGANIZATION _ADMIN > USER >

() IEM_MANAGER >
»

(| app_SELLER 3

[J| DEvICE_BUILDER >

«

2. Inthe "Email" input field, enter the email address of the user you want to invite to the IE Hub
organization.

3. In the "Location" drop-down list, select the location of the respective user.
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4. Select the roles you want to assign to the user.

Invite User

william.smith@siemens.com

United States b

[ Available Roles [ current Roles
ORGANIZATION_ADMIN - 2 USER >

IEM_MANAGER >

»

[<Jl <

APP_SELLER 2

o

DEVICE_BUILDER >

«

Note

By clicking the » icon next to a role, all permissions assigned to the role are displayed.

The "USER" role is assigned by default to the invited user. The "ORGANIZATION_ADMIN" role
will be automatically assigned to the first registered user of the IE Hub organization. In
addition to these roles, some other roles with specific features and content, for example the
"DEVICE_BUILDER" or "APP_SELLER" role, do also exist. To enable these roles in your IE Hub
Organization, contact the IE Ecosystem.
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5. Add the selected roles to the user by clicking the # icon.

Invite User

william.smith@siemens.com

United States

[ Available Roles

»

«

6. Click "Save".

] Current Roles

User >

ORGANIZATION ADMIN >
IEM_MANAGER

APP SELLER »

DEVICE_BUILDER

A warning is displayed related to access of resources.

7. Click again "Save".

The invitee will be added to the "Pending Invitations" list and an email will be sent to the
invitee. The invitee then must activate hisaccount by signing up to the IE Hub (Page 15). After
the invitee has activated his account, the invitee will move to the "Active Users" listand is able
to access the IE Hub with the roles that are assigned to the user.

3.10.3 Managing user roles

Requirement

The "ORGANIZATION_ADMIN" role is assigned to you.

Procedure

1. Click the @ icon of the user whose roles you want to manage.

The "Edit Roles" screen is displayed.

2. Add new roles to the user by selecting the respective roles from the "Available Roles" list and

by clicking the *» icon.

42
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3.10 User Management

3. Remove assigned roles from the user by selecting the respective roles from the "Current
Roles" list and by clicking the <« icon.

4. To save your changes, click "Save".

3.10.4 User roles

The following user roles are available.

User

Basic role for using the IE Hub. Includes read-only access to IE Hub resources.

Device Builder

Role for Device Builders which enables access to specific content on the IE Hub for Device
Builders.

Organization Admin

Administrative role of the IE Hub organization. This role enables creation, modification and
deletion of users, IEM instances and organizational resources.

App Seller

Role for app sellers. This role enables publishing apps to the IE Marketplace and deleting apps
from there.

IEM Manager

Required role to manage IEM instances on the IE Hub and to download the IEM configuration file.

Unsubscribed User

Role for users who belong to a canceled IE Hub subscription. The role has limited scope to access
certain |IE Hub resources.
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Permissions

User role Permissions

User ¢ Read firmware release resources
* Read firmware artifact resources
* Read firmware resources

* View licenses

¢ View notifications

e View subscriptions

e View IEHub artifacts

e Accept ECC document

* View IEM instance configuration
* View IEM instances

e View users

* View user roles

e View apps

* Transfer apps to [EM instances

e View app versions

* (Create and manage app versions
¢ Delete app versions

* View access rights for an app

e Accept or reject access rights for an app
* View Device Types

e View application agreement

e Manage app

e Delete app

e View marketplaces for an app

¢ View system settings

e View APl user

Device Builder |+ Download Device Builder specific artifacts

¢ Create IEM instances with Device Builder features

Organization * Accept application agreement
Admin * Create APl user

* Delete APl user

* Create and manage IEM instances
* Invite users

e Manage users

* Manage IE organization

» Configure user roles

App Seller e Release approval of an app

* Manage marketplace for an app

¢ Delete app from marketplace
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User role

Permissions

IEM Manager

Create IEM instances
Edit IEM instances
Download IEM configuration file

Delete IEM instances

Unsubscribed
User

View licenses

View subscriptions

View application agreement
View access rights for an app
View marketplaces for an app
View apps

View |IEM instances

Accept ECC document

View users

Invite users

Manage users

View app versions

View system settings

3.11 Organization Settings

3.11.1 Overview

In the "Organization Settings" screen, you can check the IE Hub organization name and creation

date, as well as renaming the IE Hub organization display name.

The following figure shows an example of the "Organization Settings" screen:
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anizatinn Settings (_

Display Name

Core

Organization

core I

Create Date & Time

Feb-25-2021 —0O

@ IE Hub organization display name
@ IE Hub organization name
@ Creation date

Organization name and display name are also displayed when you click the user icon:

SIEMENS industrial Edge B A | & -

[ Organization Mame: Core - core ]

Profile

Switch Crganization

Logout
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3.11.2

Procedure

3.12

3.12 Notification Settings

Renaming IE Hub organization display name

The IE Hub organization name is generated automatically by the system without any meaning
or semantics and cannot be changed. However, to clearly correlate IE Hub organizations and to
distinguish between several IE Hub organizations, you can rename the IE Hub organization
display name. Via this display name, you can recognize |IE Hub organizations.

Note
IE Hub URL
The IE Hub URL adapts to the generated IE Hub organization name. For example, when the

organization name is "core", the URL will be "https://core.iehub.eul.edge.siemens.cloud". You
can directly log into specific IE Hub organizations by using the respective URL.

1. In the "Display Name" input field, enter the IE Hub organization display name.
The name must not contain a blank and must contain just alphanumeric characters.

2. Click "Save".
The IE Hub organization display name is renamed.

Notification Settings

In the "Notification Settings", you can enable or disable e-mail notifications and IE Hub
notifications displayed via the "Notifications" screen in the IE Hub. To open the "Notification
Settings", click the user icon in the top-right corner and then "Profile".

SIEMENS = a2

Organization Mame: Core - core

Switch Organization

Logout

The "Notification Settings" screen is displayed as follows for example.
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@

Motification Settings

Decide on the kind of information
System-wide information will be swit

hat you want to receive for
hed aniedf for all of the organizations of your user,

Infarmation

Industrial Edge New Releases

Motfications and E-mails reporting new

Industrial Edge Announcemants
Announcements related with Industrial Edge Platft rhich is being published by core indust
Marketplace Updates

Movfications and E

mails related with updatas

Decide on the kind of information you want to receive for = core
Organization-wide information can be switched onfaff using the radio buttons in the table below.
Information

Subscriptions and Purchases

Motifications and E-mails related with subscription and purchasz updatzs

License Updates

Motifications and E-mailks related wit ense update

Organization Updates

Motfications and E-mails related with updates in organizstion

User Updatas

Motifications and E-mails related with updatezs in user data

Application Provider

Mouncations and E-malls ralgted wWith providing @ new application to IEHUD 25 SpplicEtion provider

O]
@
®

Information type
Enable or disable e-mail notifications
Enable or disable IE Hub notifications via the "Notifications" screen

E-mails Notifications
o] [©
O]
@©
© «©
) o«
«© «©
©
«© «©
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E-mail notification and IE Hub notification settings in the first table are system wide settings and
are valid for all [E Hub organizations in which you are registered. Changing settings in this table
will be also changed accordingly and automatically in all other IE Hub organizations in which you
are registered. E-mail notification and IE Hub notification settings in the second table are just
valid for the current IE Hub organization. Changing settings in this table will be applied only for
this IE Hub organization.

If you disable e-mail or IE Hub notifications of a specific information type, you will no longer
receive any e-mails or IE Hub notifications respectively from this information type. Also if you
disable IE Hub notifications of a specific information type, all notifications of this information
type will be hidden in the "Notifications" screen in the IE Hub. If you enable an information type,
you will again receive any e-mails or I[E Hub notifications respectively from this information type.
Also if you enable an information type, all notifications of that respective information type will
be displayed again.
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3.13 Switching IE Hub organization
If you are registered in several IE Hub organizations, you can switch from 1 IE Hub organization
to another one.

Procedure
1. Click the user icon in the top right corner.
2. Click "Switch Organization".
SIEMENS Industrial Edge & A IE
Organization Mame: Core - core
Profile
Switch Organization
Logout
The "Organization Selection" screen is displayed.
Organization Selection
You have access to following organizations
Organization
0O MyDisplayName ) -
papopeko eate Date: Feb 15, 202
0 Core ) i -
core Create Date: Feb 25, 202
3. Select the check box of the IE Hub organization you want to switch to.
Industrial Edge Management - Getting Started 08/22
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3.14 Cancelling an IE Hub subscription

4. Click "Continue".

The "Confirmation of delivery address and Export Control Clause" screen is displayed.

Confirmation of delivery address and Export Control Clause X
Delivery Address

Email:
Country Code: DE

LI The user confirms that the download is executed on the displayed country.
Export regulations for DE

export regulations (en) &
export regulations (de)

[] The export control clause for distribution contracts is accepted.

The available export regulations in the screen depend on your location, here for example
Germany.

If not done yet, read the export regulations.
Accept the export regulations by selecting the 2 check boxes.

Click "Continue".

3.14 Cancelling an IE Hub subscription

If you do not want to extend your IE Hub subscription, you can cancel the subscription. To cancel
your IE Hub subscription, contact the Industrial Edge Support. Only the IE Support can cancel
your IE Hub subscription. After your cancellation has been approved by the IE Support, the
expiration date will be displayed in the header of your IE Hub organization. When the expiration
dateis reached, the headerindicates that your account has been cancelled resulting in a limited
access to the IE Hub for all users of the IE Hub organization.

With limited access to the |IE Hub, the following is no longer possible:

50

Creating IEM instances
Downloading any content (inclusive IEM configuration files)
Purchasing apps

Inviting new users
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With limited access to the |E Hub, the following is still available:
e List of existing IEM instances

¢ List of purchased apps in the "Library" section

* Download already purchased app licenses

¢ List existing users and delete users in the "User Management" section
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Setting up the IEM

4.1 Setup steps

To deploy the IEM, you need access to the Industrial Edge Hub. After accessing and downloading
the Industrial Edge Management OS (IEM-OS) from the Industrial Edge Hub, you must create an

IEM instance. After creating the IEM instance, you run the downloaded Industrial Edge

4

Management OS locally in a VM. This VM, including the Industrial Edge Management OS,

enables the IEM. After activating the IEM-OS, the IEM gets installed as Industrial Edge
Management App in the IEM-OS.

The following figure illustrates how the components are based on each other:

IEMA

Configurators

[EM-0S

VM

Hypervisor

Hardware

When you successfully install the IEM, you use the IEM to manage the on-premises Industrial
Edge infrastructure.

Requirements for setting up the IEM

A software is installed on the PC to extract zip-files, for example "7-Zip".

A static IP address for the IEM which must not change after the IEM is set up.

You can configure the IEM network interface either with a static IPaddress or via using a DHCP

server which then needs a static lease from the DHCP server.

UEFI Boot is enabled in the VM.

Minimum 16 GB RAM.

In total, minimum 200 GB (2x100 GB) hard disk space.

Ensure that the time setting on the host system is correct.
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* Do not enable the feature for virtualizing the clock in the VM.

* Do notinstall additional virtualization packages in the VM, for example VMware Tools or
VMware Workstation or Oracle VirtualBox Guest Additions.

¢ Siemens recommends the following additional settings to raise security:
— VM is set up encrypted
— Trusted Platform Module (TPM) is enabled for the VM

You find information on how to enable these settings in the documentation of the
virtualization environment itself from the Internet.

4.2 Downloading the Industrial Edge Management OS

You download the Industrial Edge Management OS (IEM-0S) for the VM from the IE Hub. The
Industrial Edge Management OS, that is running in a VM, enables the IEM.

Procedure
1. Sign into the IE Hub.

2. In the navigation, click "Download Software".
The "Download Software" screen is displayed.

3. In the "Initial Setup Tools" tab, click "Download" in the "Initial Setup VM - ISO" section.

Download Software

Initial Setup Tools Update Packages Developer Tools

Industrial Edge Management
Initial Setup VM - 1SO

Version -

Download

ReadMe 0SS | 0SS Source Code

The ISO image of the Industrial Edge Management is downloaded to the standard download
folder of your Internet browser. The version of the IEM is included in the file name.
You run this ISO image later in the VM.
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4.3 Creating an IEM instance and downloading the configuration file
4.3 Creating an IEM instance and downloading the configuration file

Procedure
1. In the navigation menu in the IE Hub, click "IEM Instances".

2. Click "Create New IEM Instance".
The "Create IEM Instance" screen is displayed.

Lescriptio

3. In the "Name" input field, enter the name of the instance.
The name of the instance must match the following criteria:

— Minimum 3 characters
— Only lowercase letters and numbers
— Must not start with a number

— Must be unique within your IE Hub organization

Note
Recommendation for name of the instance
Siemens recommends using a name for the instance that corresponds to the URL of the IEM

that you later configure during the setup of the IEM. Use, for example, "iem" as name of the
instance and "iem.my.domain.name.com" as URL of the IEM.

4. Optionally, enter a description for the IEM instance in the "Description” input field.

5. Click "Save".
The IEM instance is added to the IEM instance table. The configuration of the IEM instance is
saved to the configuration file.

Note
Changing the name of an IEM instance

You cannot change the name of an IEM instance. Instead, you must either create a new IEM
instance or delete old IEM instances and recreate a new one.

6. To download the IEM configuration file, click the & icon of the respective instance.
The configuration file is downloaded to the standard download folder of your Internet
browser.
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4.4 VMware Workstation

441 Creating the VM

After downloading the Industrial Edge Management OS, you importand install the IEM-OS in the
virtualization environment.

The following procedure describes the installation in the "VMware Workstation" virtualization
environment.

Requirement
The ISO image of the IEM is downloaded to the PC.

Procedure

—_

. Open "VMware Workstation".

N

Select the "File > New Virtual Machine" menu command.
The "New Virtual Machine Wizard" screen is displayed.

3. Select the "Typical (recommended)” option as configuration type.
4. Click "Next".

5. Select the "Installer disc image file (iso)" option.

6

. Click "Browse" and select the extracted "industrial edge_management.iso" file.

Mew Virtual Machine Wizard *
Welcome to the New Virtual Machine Wizard

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

Mo drives available

(®) Installer disc image file (iso):

| | I Browse...

/% Could not detect which operating system is in this disc image.
You will need to specify which operating system will be installed.

()1 will install the operating system later.
The virtual machine will be created with a blank hard disk.

Help « Badk Mext = Cancel

7. Click "Next".
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8. From the "Guest operating system" options, select "Linux'

4.4 VMware Workstation

9. From the "Version" drop-down list, choose a 64-bit version of a Linux distribution, for

example "Debian 10.x 64-bit".

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

(") Microsoft Windows

@ Linux
() other

Version

Debian 10.x &4-bit

Help < Badk Cancel

Mew Virtual Machine Wizard *

10.Click "Next".

11.In the "Virtual machine name" input field, enter a name for the VM.

12.1f necessary, choose a storage location for the VM on your PC by clicking "Browse".

Mew Virtual Machine Wizard
Mame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

| M| |

Location:
| C:\UserDatal; | Browse...

<onc care

X
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13.Click "Next".

14.1n the "Maximum disk size (GB)" input field, enter a maximum disk size for the VM on the host
PCs physical disk.
The disk is mandatory for the operating system and also stores IEM services.
Siemens recommends a maximum disk size of 500 GB, a minimum of 100 GB is mandatory.

15.Select the "Store virtual disk as a single file" option.

Mew Virtual Machine Wizard *

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB): 500 =

Recommended size for Debian 10.x 64-bit: 20 GB

(®) Store virtual disk as a single file
() split virtual disk into multiple files

Splitting the disk makes it easier to mave the virtual machine to another computer
but may reduce performance with very large disks.

Help < Badk Cancel

16.Click "Next".

17.Click "Customize Hardware".
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18.For the memory amount allocated to the VM, choose a minimum of 16 GB.

Hardware *
Device Surmmary Memory
Specify the amount of memory allocated to this virtual machine. The
%IME'T“’W 2GB memory size must be a multiple of 4 ME,
1 -FPracessaors 1
() New CD/DVD {IDE) Using file C:' Memory for this virtual machine: | 16384 == MB
S Network Adapter MAT
[%] usB Controller Present &4 GE
i Sc:!und Card Auto detect 2GR
Igijrlnb\ar Present 16GE - -«
= Display Auto detect EGE B Maximum recommended memary
4GB (Memory swapping may
P < occur beyond this size.)
1GE 20,9 GB
512 ME
B Recommended memory
256 MB
2GB
178 ME
&4 MB Guest 05 recommended minimum
32 ME 1B
1t ME
EME
4 MB
Add... Remove
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19.For the number of processors, choose minimum 2 processor cores for the VM.

*

L
=
m

) Processors
Device Surmmary

Mumber of cores per processor:

Total processor cores:

(%) New CD/DVD {IDE) Using file C:Y

=]

% Network Adapter NAT
S8 Cantraler Present Virtualization engine
1 Sound Card Auto detect
! oune ar LI ge [Jvirtualize Intel VT-%/EPT or AMD-V/RVI
t Printer Present

Cpisplay Auto detect [ virtualize CPU performance counters
[ virtualize IOMMU {10 memory management unit)

Add... Remove

Close Help
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20.Click "Close".

21.Click "Finish".
The VM is created.

8 |EM - VMware Workstation

File Edit View VM Tabs Help h A

4.4 VMware Workstation

iy Home [[] 1EM

[C] 1EM

P Power on this virtual machine
[[# Edit virtual machine settings

¥ Devices
EMemory
:I:|§Pmce550r5
=4 Hard Disk {SCSI)
(%) CD/DVD (IDE)
[%] USB Controller
i Sound Card
=1 Printer
[C1Display

= Description

15 GB

2

500 GB

Using file C:\Use...
NAT

Present

Auto detect
Present

Auto detect

Type here to enter a description of this virtual

machine,

4.4.2

Requirement

Configuring the VM

» Virtual Machine Details

If you use a "Bridged" network connection for your VM, you need 1 additional network interface.

Note
USB network adapter

The following procedure describes the use of an USB network adapter as additional network
interface. Proceed in the same manner for other additional network interfaces.
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Procedure
1. Select the created VM.
2. Click "Edit virtual machine settings".
3. In the hardware list on the left side, choose "Network Adapter".
The steps 5. to 10. describe the configuration when you use an USB network adapter for the
network connection of your VM. This configuration is optional. You can also use a "NAT"
network connection.
If you use a "NAT" network connection for your VM, go to step 8.
4. On the right side under "Network connection”, select "Bridged: Connected directly to the
physical network".
Virtual Machine Settings é ot
Hardware  Options
Device Surmmary Device status
E=lMemory - Connected
{"Eprocessors 2 Connect at power on
{—\Hard Disk (SCSI) 500 GB _
@ CD/DVD (IDE) Using file C:1 Network connection
S Network Adapter NAT (®) Bridged: Connected directly to the physical network
LISE Contraller Present [ replicate physical network connection state
£]i Sound Card Auto detect
o Printer Present & Configure Adapters
Clpisplay Auto detect {_JMAT: Used to share the host's IP address
(") Host-only: & private network shared with the host
() Custom: Spedific virtual network
WMnetd
() LAN segment:
LAN Segments... | | Advanced...
Add... Remove
Cancel Help

5. Click "Configure Adapters".
The "Automatic Bridging Settings" screen is displayed.
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6. Activate only your connected USB network adapter.

Automatic Bridging Settings >

Select the host network adapter(s) you want to
automatically bridge:
[IMicrosoft wi-Fi Direct Virtual Adapter £2
[IMicrosoft wi-Fi Direct Virtual Adapter
[Jintel{r) Dual Band Wireless-AC 8265
[ ThinkPad Hybrid USB-C and LISB-A Dock
Linksys USB3GIGV1
[JHyper-¥ Virtual Ethernet Adapter #2
[IHyper-¥ Virtual Ethernet Adapter
[JvirtualBox Host-Only Ethernet Adapter

Concel || rido

7. Click "Ok".

8. Below the left navigation, click "Add".
The "Add Hardware Wizard" screen is displayed.

Add Hardware Wizard

Hardware Type
What type of hardware do you want to install?

Hardware types: Explanation
[-:m Add a hard disk.
(") C0/DVD Drive
Floppy Drive
55 Metwork Adapter

USE Controller
t]# Sound Card
@ Parallel Port
Serial Port

£ Printer

Generic SCSI Device

Cancel

9. Select "Hard Disk" and click "Next".
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10.As virtual disk type, select "SCSI" and click "Next".

Add Hardware Wizard

Select a Disk Type
What kind of disk do you want to create?

Virtual disk type

(IDE

(®) 5CSI (Recommended)
EAT

O NvMe

<ouck ==

Select "Create a new virtual disk" and click "Next".

11.

Add Hardware Wizard

Select a Disk
Which disk do you want to use?

Disk
(®) Create a new virtual disk

A virtual disk is composed of one or mare files on the host file system, which wil
appear as a single hard disk to the guest operating system. Virtual disks can
easily be copied or moved on the same host or between hosts,

() Use an existing virtual disk
Choose this option to reuse a previously configured disk.

() Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard disk.
Requires administrator privileges.

<onc care

Industrial Edge Management - Getting Started 08/22
Getting Started, 08/2022, ASE50177870-AK



Setting up the IEM

4.4 VMware Workstation

12.1n the "Maximum disk size (GB)" input field, enter a maximum disk size that is lower than the
first disk size.
The second hard disk is used for app images and containers in the IEMA, as well as for app's
data storage.
The following figure shows a simplified representation of the data stored in each hard disk:

sda =db
(first hard disk) (second hard disk)
IEM Service images IEMA data

. . IE State Service app
IEM Service containers data (IED backups)

IEM-0S logs IEM Service data

The size of the second hard disk depends on the apps and the apps sizes that you install in the
IEMA. A minimum of 100 GB is mandatory.

Note
IED backups via IE State Service

The IE State Service is used in the IEM for storing and restoring IED states. Ensure to choose
an appropriate large hard disk space for the second hard disk (sdb) since the backup data of
the IE State Service are being stored on this hard disk and cannot be changed afterwards. For
more information on the IE State Service and IED backups, refer to the "Backups” section in
the "Industrial Edge Management - Operation (https://
support.industry.siemens.com/cs/us/en/view/109804063)" manual.

You can later on add additional storage to the IEM by adding additional hard disks to the VM
after setting up the IEM. Each additional added hard disk is used for storing the same type of
data as the second hard disk (sdb) is used for.
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13.Select "Store virtual disk as a single file".

Add Hardware Wizard *

Specify Disk Capacity
How large do you want this disk to be?

Maximurm disk size (GB): 100 =

-

Recommended size for Debian 10.x 64-bit: 20 GB

[ Allocate all disk space now.

Allocating the full capacity can enhance performance but requires all of the physical
disk space to be available right now. If you do not allocate all the space now, the
virtual disk starts small and grows as you add data to it.

(®) Store virtual disk as a single file
() split virtual disk into multiple files

Splitting the disk makes it easier to mave the virtual machine to another computer
but may reduce performance with very large disks.

<ouck ==

14.Enter a unique name for the created disk file. The disk file will be stored under the entered
file name.

Add Hardware Wizard *
Specify Disk File
Where would you like to store the disk file?

Disk file
One 100 GB disk file will be created using this file name.

| IEM-0. wrndk Browse...

<onc care
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15.Click "Finish".
The second hard disk is added to the hardware list in the left navigation.

Virtual Machine Settings X

Hardware  Options

Device Summary Disk file

EIMemory 16 GB =l

:I:Eprocessors 2

=\Hard Disk (SCSI) 500 GB Capadity

L] ) 100 GB Current size: 12,6 MB

) Co/OVD (IDE) Using fle C:' System free: 508.2 GB

FCINetwork Adapter MAT Maximum size: 100 GB

USE Controller Present

] Sound Card Auto detect Disk information

(=1 Printer Present Disk space is not preallocated for this hard disk.

[Ipisplay Auto detect Hard disk contents are stored in a single file,
Disk utilities
Map this virtual machine disk to a local 0 Map...
volume,

Defragment files and consolidate free space. [0 Defraoment

Expand disk capacity. Expand...
Compact disk to redaim unused space. [1] Compact
Advanced...
0K Cancel Help

16.Click the "Options" tab.

17.1n the navigation on the left side, choose "Advanced".
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18.Under the "Firmware type" section, select the "UEFI" checkbox.

Virtual Machine Settings >

Hardware Optlions

Process priorities

Settings Summary
12 ceneral IEM Input grabbed: | Default ~
P Pover Input ungrabbed: | Default ~
f_"; Shared Folders  Disabled The default settings are spedified in Edit = Preferences = Priority.
(] Snapshots
f;} AutoProtect Disabled Settings
O Guest Isolation Cather debuaging informat
[[Z Access Control Mot encrypted ather debugging information: | Defauit e
'u'Mware Tools Time sync off |:| Disable memory page trimming
EHvNC Connections  Disabled [JLog virtual machine progress periodically
03! Uity [JEnable Template mode {to be used for doning)
Appliance View o )
- Gather verbose USE debugging information
Ho autologin Mot supported _ _ o _
57 Advanced Default/Default Clean up disks after shutting down this virtual machine

Firmware type

A Changing firmware might cause the installed guest
operating system to become unbootable.

(BIOS
(®) UEFI

Enable secure boot

File locations

Configuration: | { !|

Log: | (Mot pawered on) |

Cancel Help

19.Click "Ok".
The VM is configured.

Note
Installed open-vm-tools
If open-vm-tools are installed, the IEM does not start after a reboot. When you want to use open-

vm-tools, you must add the following configuration to the open-vm-tools config file
("tools.conf"):

[guestinfo]
exclude-nics=docker*,veth*
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4.4.3 Installing the Industrial Edge Management OS

Requirement
UEFI Boot is enabled in the VM settings.

Procedure

1. Start the VM.
The "Siemens Industrial Edge" screen is displayed.

Siemens Industrial Edge

< Install System
< Back Up System
< Restore System
< Factory Reset
< Exit

2. Select "Install System".
The "Install System" screen is displayed.

3. Select the 500 GB partition as installation destination.
Install System

Choose an Install destination:

(X) sda on ( VMuare Virtual 5 ) — 536870.912 MB
() sdb on ( VMuare Virtuwal 5 ) — 107374.1824 MB

Choose an Install image:
(X) iem—os—

< Install =selected image
< Back

Note: the selected disk will be wiped out.

4. Select "Install selected image".

4.4 VMware Workstation

If Trusted Platform Module (TPM) is not configured in the VM settings, a warning, indicating
that no usable TPM is detecetd, is displayed. Otherwise, the TPM setup will occur.
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5.

Select "Yes" to continue without TPM.

Note

It is strongly recommended to use a virtual TPM to minimize risks of unauthorized access to
the VM.

Note
No TPM enabled

If Trusted Platform Module (TPM) is not configured in the VM settings and you select "No", the
installation of the Industrial Edge Management OS will not start.

The installation of the Industrial Edge Management OS is starting.
Wait until the installation is completed.

When the installation is completed, reboot the VM by selecting "Reboot".
The VM is getting rebooted.

Note
Changing boot order

When the "Siemens Industrial Edge" screen is displayed again after the reboot, you must
change the boot order in the UEFI settings. Open the UEFI settings and set the disk at first
place respectively the disk as boot disk in which the Industrial Edge Management OS has
been installed.

After the reboot s finished, the welcome screen is displayed through which you configure the
IEM-OS.

The "Configuring the Industrial Edge Management OS (Page 103)" subsection describes how
to configure the IEM-OS.

4.5 Oracle VirtualBox

4.5.1 Creating the VM

The following procedure describes the installation in the "Oracle VirtualBox" virtualization
environment.

70
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Requirement
The ISO image of the IEM is downloaded to the PC.

Procedure

1. Open "Oracle VirtualBox".

2. Click "New".
The "Create Virtual Machine" screen is displayed.

In the "Name" input field, enter the name for the VM.
4. From the "Type" drop-down list, select "Linux".

From the "Version" drop-down list, select "Debian(64-bit)".

? *
Create Virtual Machine

Name and operating system

Please choose a descriptive name and destination folder for the new virtual
machine and select the type of operating system you intend to install on it.
The name you choose will be used throughout VirtualBox to identify this

machine.
Mame: |1EM |
Machine Folder: | C:y v|
Type: | Linux - ?"'}
Version: | Debian (54-bit) h
Expert Mode Cancel
6. Click "Next".
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7. For the memory amount allocated to the VM, set a minimum of 16 GB and click "Next".

? x

€ Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
wirtual machine.

The recommended memory size is 1024 MB,

v (16384 2] v

4ME 24576 MB

8. For the hard disk, select "Create a virtual hard disk now" and click "Create".

9. For the hard disk file type, select "VDI (VirtualBox Disk Image)" and click "Next".
10.For the storage on the physical hard disk, select "Dynamically allocated" and click "Next".

11.Choose a storage location for the hard disk file.
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12.For the hard disk size, set a maximum disk size for the VM on the host PCs physical disk.

? x

€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in.

|C:'|, | Eﬂ

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

v

4,00 MB 2,00TH

The disk is mandatory for the operating system and also stores IEM services.
Siemens recommends a maximum disk size of 500 GB, a minimum of 100 GB is mandatory.

13.Click "Create".
The VM is created.

¥ Oracle VM VirtualBox Manager
File Machine

40 e

@@ 09

Mew Settings Discard Start

[=] General = preview
Mame: IEM
Operating System: Debian (54-bit)

@ System

Base Memory: 16384 MB

Boot Order: Floppy, Optical, Hard Disk

Acceleration:  WT-x/AMD-V, Nested Paging,
KWM Paravirtualization

|§] Display

Video Memary: 16 MB
Graphics Controller: YMEYGA
Remote Desktop Server: Disabled
Recording: Dizabled
m Storage
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4.5.2

Requirement

Procedure

74

Configuring the VM

If you use a "Bridged" network connection for your VM, you need 1 additional network interface.

Note
USB network adapter

The following procedure describes the use of an USB network adapter as additional network
interface. Proceed in the same manner for other additional network interfaces.

—_

Select the created VM.

Click "Settings".

In the navigation on the left side, click "System".
Click the "Processor" tab.

For the number of processors, choose minimum 2 processor cores for the VM.

o vk~ W N

In the navigation on the left side, click "Storage”.
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7. Under "Controller: IDE", click "Empty".

4.5 Oracle VirtualBox

{23 IEM - Settings x
E General Storage
Ig System Storage Devices Attributes
@ Displ @ Controller: IDE Optical Drive: | IDE Secondary Master - @
isplay :
[] Live co/ovD
Storage & Controller: SATA Information
L r ' Type: —
(DJ Audio B EMd oEs
Sizer —
@ Metwork Location: —
Attached to: -
@ Serial Ports
_ﬁ) Use
D Shared Folders
EI User Interface
&<
Cancel

8. On the right side, click the &) icon.

9. Click the "ChooselCreate a Virtual Optical Disk" command.

10.Click "Add" and browse the ISO image of the Industrial Edge Management.
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11.Click "Choose".
The selected ISO image is added under "Controller: IDE".

{23 IEM - Settings ? x
E General Storage
Ig System Storage Devices Attributes
@ Displ @ Controller: IDE Optical Drive: | IDE Secondary Master - @
isplay :
-~ B D iem-0s-0.4. 2-amd&4-install.iso [ Live co/ovp
Storage & Controller: SATA Information
L r Type: I
(D: Audio [ EMd LEE LnELE
Size: 2,53GB
@ Metwork Location:
Attached to: -
@ Serial Ports
_{f? USB
D Shared Folders
EI User Interface

D@

Cancel

12.To add the second hard disk, select "Controller: SATA" and click the E icon.
The "Hard Disk Selector” screen is displayed.

13.Click "Create".
The "Create Virtual Hard Disk" screen is displayed.

? x

Create Virtual Hard Disk

Hard disk file type

Please choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you
can leave this setting unchanged.

(®) VDI (VirtualBox Disk Image)
() VHD {Virtual Hard Disk)
() vMDK (Virtual Machine Disk)

Expert Mode Cancel
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14.Select the "VDI (VirtualBox Disk Image)" check box and click "Next".

15.Select the "Dynamically allocated" check box and click "Next".
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16.Select a maximum disk size that is lower than the disk size that you configured before.

78

? x

€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in.

C: | [a

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

]

4,00 MB 2,00TH

The second hard disk is used for app images and containers in the IEMA, as well as for app's
data storage.
The following figure shows a simplified representation of the data stored in each hard disk:

sda sdb
(first hard disk) (second hard disk)
IEM Service images IEMA data

|E State Service app

IEM Service containers data (IED backups)

IEM-03 logs IEM Service data

The size of the second hard disk depends on the apps and the apps sizes that you install in the
IEMA. A minimum of 100 GB is mandatory.

Note
IED backups via IE State Service

The IE State Service is used in the IEM for storing and restoring IED states. Ensure to choose
an appropriate large hard disk space for the second hard disk (sdb) since the backup data of
the IE State Service are being stored on this hard disk and cannot be changed afterwards. For
more information on the IE State Service and IED backups, refer to the "Backups” section in
the "Industrial Edge Management - Operation (https://
support.industry.siemens.com/cs/us/en/view/109804063)" manual.

You can later on add additional storage to the IEM by adding additional hard disks to the VM
after setting up the IEM. Each additional added hard disk is used for storing the same type of
data as the second hard disk (sdb) is used for.
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17.Click "Create".
18.Click "Choose".

The second hard disk is added under "Controller: SATA".

4.5 Oracle VirtualBox

D@

€23 IEM - Settings ? X
E General Storage

Ig System Storage Devices Attributes

@ Dico @ Controller: IDE Hard Disk: | SATA Port 1 ~ B

Isplay :

-~ @ iem-os-0.4, 2-amd64-install.iso [] solid-state Drive
Storage @ Controller: SATA [ Hot-pluggable

({)] EMvd Information

1 Jann edi
Audio : = Type (Format): Mormal (VDI)
@ Network 2 EM_2.d Virtual Size: 100,00 GB
Actual Size: 2,00 MB
@ Serial Ports Details: Dynamically allocated storage
Location:

£§> uss Attached to: -

D Shared Folders Encrypted with key: —

EI User Interface

Cancel

19.1n the navigation on the left side, click "Network".
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20.If you use a bridged network connection, the following settings must be configured under the
"Adapter 1" tab:

— Checkbox "Enable Network Adapter" selected

— Attached to: "Bridged Adapter"

— Name: Name of the additional network interface

— Adapter type: Intel PRO/1000 MT Desktop (82540EM)
— Promiscuous Mode: Allow All

— MAC Address: Random MAC address

— Checkbox "Cable Connected" selected

23 IEM - Settings ? x
E General Network
E‘ System Adapter 1 Adapter 2 Adapter 3 Adapter 4
|§| Display Enable Network Adapter
ot Attached to: |Bridged Adapter -
orage
Mame: =
Audi
GD] Hene ¥ Advanced
@ MNetwork Adapter Type: | Intel PRO/1000 MT Desktop (32540EM) e
@ Serial Parts Promiscuous Mode: | Allow Al i
ﬁ USE MAC Address: | | @
Cahle Connected
Ij Shared Folders
Port Forwarding
EI Uzer Interface
Cancel
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21.1f you use a NAT network connection, the following settings must be configured under the
"Adapter 1" tab:

— Checkbox "Enable Network Adapter" selected

— Attached to: "NAT Network"

— Name: Name of the NAT network

— Adapter type: Intel PRO/1000 MT Desktop (82540EM)
— Promiscuous Mode: Allow All

— MAC Address: Random MAC address for the VM

— Checkbox "Cable Connected" selected

23 IEM - Settings ? x
E General Hetwork
IE‘ Systern Adapter 1 Adapter 2 Adapter 3 Adapter 4
@ Display Enable Network Adapter
Attached to: | MNAT Network -

@ Storage

MName: |MatNetwork -

Audi
(‘{>:I Hee ¥ Advanced
@ MNetwork Adapter Type: | Intel PRO,1000 MT Desktop (82540EM) -
@ Serial Ports Promiscuous Mode: | Allow Al -
{9 Use MAC Address: |0800277CF60C | ®
Cable Connected
D Shared Folders
Port Forwarding

EI User Interface

Cancel

For a NAT network connection, the following settings must be also configured under the
"Adapter 2" tab:

— Checkbox "Enable Network Adapter" selected

— Attached to: "Host-only Adapter”

— Name: Name of the host network manager

— Adapter type: Intel PRO/1000 MT Desktop (82540EM)
— Promiscuous Mode: Allow All

— MAC Address: Random MAC address for the VM
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— Checkbox "Cable Connected" selected

Cable Connected

Shared Folders
Port Forwarding

{23 IEM - Settings 4 X
E General Network
E‘ System Adapter 1 Adapter 2 Adapter 3 Adapter 4
|§| Display Enable Metwork Adapter

Attached to: |Host-only Adapter
@ Storage

Mame: |VirtualBox Host-Only Ethernet Adapter A

@3 Audio

¥ Advanced
Iﬁ MNetwaork Adapter Type: |Intel PRO/1000 MT Desktop (82540EM) -
@ Serial Parts Promiscuous Mode: | Allow Al A
ﬁ UsE MAC Address: |0800270D7CC4 | ®

Uzer Interface

Cancel

22.Click "OK".
The VM is configured.

Creating a NAT network and a host network manager

When you use a NAT network connection for the VM and neither NAT network nor host network
manager are available, proceed as follows to create a NAT network and a host network manager:

1. Click the "File > Preferences" command in the "Oracle VM VirtualBox Manager" screen.
The "Preferences" screen is displayed.

2. In the navigation, click "Network".
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3. To create a new NAT network, click the B icon.
The NAT network is created.

P VirtualBox - Preferences ? >
E General Network
Input NAT Networks
@ Undat Active Mame ﬁ
ate
f MatMetwork '@
@ Language 'FE
@ Display
@ Metwork
D Extensions
Iﬂﬂ Proxy
Cancel

4. Click "Ok".

5. Click the "File > Host Network Manager" command in the "Oracle VM VirtualBox Manager"
screen.
The "Host Network Manager" screen is displayed.

6. To create a new host network manager, click "Create”.
The host network manager is created.

7. To enable the host network manager, activate the "Enable” check box.

Host Metwork Manager — O X
Metwork
Create  Remowve Properties
Mame IPvd Address/Mask  IPv6 Address/Mask  DHCP Server
VirtualBox Host-Only Ethernet Adapter Enable
Close
8. Click "Close".
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4.5.3 Installing the Industrial Edge Management OS

Procedure

1. Start the VM.
The "Siemens Industrial Edge" screen is displayed.

Siemens Industrial Edge

< Install System
< Back Up System
< Restore System
< Factory Reset
< Exit

2. Select "Install System".
The "Install System" screen is displayed.

3. Select the 500 GB partition as installation destination.
Install System

Choose an Install destination:

(X) sda on ( VMuare Virtual 5 ) — 536870.912 MB
() sdb on ( VMuare Virtuwal 5 ) — 107374.1824 MB

Choose an Install image:
(X) iem—os—

< Install =selected image
< Back

Note: the selected disk will be wiped out.

4. Select "Install selected image".
If Trusted Platform Module (TPM) is not configured in the VM settings, a warning, indicating
that no usable TPM is detecetd, is displayed. Otherwise, the TPM setup will occur.
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5. Select "Yes" to continue without TPM.

Note

Itis strongly recommended to use a virtual TPM to minimize risks of unauthorized access to
the VM.

Note
No TPM enabled

If Trusted Platform Module (TPM) is not configured in the VM settings and you select "No", the
installation of the Industrial Edge Management OS will not start.

The installation of the Industrial Edge Management OS is starting.
6. Wait until the installation is completed.

7. When the installation is completed, reboot the VM by selecting "Reboot".
The VM is getting rebooted.
When the VM is rebooted, the "Siemens Industrial Edge" screen is displayed again.

Siemens Industrial Edge

< Install System
< Back Up System
< Restore System
< Factory Reset
< Exit

8. Close and shut down the VM.
9. After the VM is shut down, select the VM and click "Settings".

10.1n the navigation on the left side, click "System".
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11.Select the "Enable EFI (special OSes only)" check box.

{23 IEM - Settings ? x
E General System
E System Motherboard  Processor Acceleration
@ Display Base Memaory: '
1 1 1 1 L] 1 1 1 1 1 1 LI} 1 1 1 1 1 1 LI 1 1
Storage 4MB 24576 MB
({)] _ Boot Order: Floppy
Audio @ Optical
I'g' .
@ Network Hard Disk
| @ Metwork
@ Serial Ports Chipset: PII¥3 v
£§> UsB Pointing Device: |USB Tablet =~
H
D Shared Folders Extended Features Enable Ij0 APIC
Enable EFI (spedal OSes only)
EI User Interface Hardware Clock in UTC Time
Cancel

12.In the navigation on the left side, click "Storage".
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13.Under "Controller: IDE", select the ISO image.

4.5 Oracle VirtualBox

{5} IEM - Settings x
E General Storage
Ig System Storage Devices Attributes
@ Displ e Controller: IDE Optical Drive: | IDE Secondary Master - @
isplay :

— B D iem-0s-0.4. 2-amd&4-install.iso [ Live co/ovp
Storage @ Controller: SATA Information

L r Type: Image
({)3 Audio B Emd ype: Imag

- Size: 2,53 GB
@ Metwork || & 1EM 2.vdi Location: Ct|

Attached to:  —

@ Serial Ports
ﬁ? Use
D Shared Folders
EI User Interface

Cancel

14.0n the right side, click the &} icon.
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15.Click the "Remove Disk from Virtual Drive" command.

Under "Controller: IDE", "Empty" is displayed again.

23 IEM - Settings

E User Interface

Q General Storage
[&] system Storage Devices

) e Controller: IDE
EI Display
H Storage & Controller: SATA
(@: Audio m IEM.vdi

..... m IEM Z.vdi

@ Metwork

Attributes

Optical Drive:

|IDE Secondary Master v | (@)
[ Live cojovp

Information

Type:

Size:
Location:
Attached to:

16.Click "OK".

17.Start the VM.
The welcome screen is displayed through which you configure the IEM-OS.

The "Configuring the Industrial Edge Management OS (Page 103)" subsection describes how

to configure the IEM-OS.
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4.6

4.6.1

Requirement

4.6 VMware ESXi

VMware ESXi

Creating and configuring the VM

The following procedure describes the installation in the "VMware ESXi" virtualization
environment.

Note
VMware ESXi V7.0 U2

The described procedure and displayed screenshots are related to VMware ESXi V7.0 U2.

The ISO image of the IEM is downloaded to the PC.
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Procedure

1. Open the VMware ESXi server Ul by entering the URL or IP address into an Internet browser.
The login screen is displayed.

vmware ESXi

2. Log in with the credentials set during the ESXi setup.
The home screen of VMware ESXi is displayed.
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vmware' ESXi -1 Hep |

CRU FREE: 22 GHz
Manage [ | 129%

. USED: 3.1 GHRAPACITY: 25.1 GHz
Monitor

Versi... 7.0 Update 2 MEMORY FREE: 4782 GE
51 Virtual Machines State:  Mormal {not connected to.. ] 25%
E Storage Upti... 3.75days USED: 15.89 GBPACITY: 83.71 GB

: STORAGE FREE: 205 TE
€3 Networking « 4%

USED: 77.77 GBAPACITY: 218 TB

~ Hardware

Manufacturer HF
Maodel HF Z6 G4 Workstation

» @ crU 12 CPUs x Intel(R} Xeon(R) Silver 4116 CPU
@ 2.10GHz

Wl Memory 63.71 GB

—

Recent tasks

3. In the navigation on the left, click "Storage”.

4. Click "Datastore browser".

vimware ESXi Q, Search
“I* Navigator £ || B I - storage
~ [g Host | Datastores | Adapters Devices Persistent Memory
Manage
Monitor 3 New datastore norease capaclly | gbP Registera WM [ (g Datastore browser ]|
(%1 Virtual Machines BF) (O, Search )
= Storage 2 I
€ Networking - MName ~ Dr..~ C..~ |  Pr.~|Freevw Ty .~ | T. ~|A_
] System 55D 348... 6.1.. 342 VM...  Sup... | Single
= R Mon...  1.8.. 7. 1.7... VM...  Sup...  Single
2 items.
#

The "Datastore browser" screen is displayed.

5. On the left, select any datastore in which you want to upload and store the ISO image of the
I[EM.

Industrial Edge Management - Getting Started 08/22
Getting Started, 08/2022, ASE50177870-AK 91



Setting up the IEM
4.6 VMware ESXi

6. To create a directory for the ISO image, click "Create directory".
'Lﬁc_ﬁ Datastore browser

4 Upload 7 Create directory || (@ Refresh
EH System

(= |

7. Enter a name for the directory and click "Create directory".
TheISO image you upload afterwards will be stored in this directory of the selected datastore.

8. Select the directory.
9. Click "Upload" and select the ISO image of the IEM.

{a' Datastore browser

4 Upload [t Delete  [op Move [ Copy @7 Create directory | & Refresh

=i CEN

The ISO image is being uploaded to use it in the VM.

10.Wait until the upload process is completed.
After the upload is completed, you can check that the ISO image has been uploaded to the
directory.

"La' Datastore browser

4 Upload (5t Delete [o Move [14 Copy 7 Create directory | (@ Refresh

11.Click "Close".

12.In the navigation on the left, click "Virtual Machines".
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13.Click "Createl/Register VM".

vmware ESXi
7 Navigator st virtual Machines
~ [J Host
Manage [‘@Createfﬁegistervm ]| Console | Power on Power off Suspend
. | @ Refresh | Actions
(@ search )
[ & Virtual Machines 2
3 Storage 7] (.| virtual machine  ~ | §.~ | Used.. v | GuestQS~ | Hostn... ~ H.. ~ | H.. ~
€3 Networking n Q. @ 5562GB Debian.. | Unknown O0MHz OMEB
O & 3058 GB | Debian ... Unknown 889 . 138
Quick filters... w 2items

The "New virtual machine" screen is displayed.

ﬁ New virtual machine

Select creation type

How would you like to create a Virtual Machine?

L% 1 Select creation type
2 Select a name and g

J Select storage

This option guides you through creating a

Create a new virtual machine ! ) :
new virtual machine. You will be able to

Deploy a virtual machine from an OVF or __. customize processors, memory, network
connections, and storage. You will need to

Register an existing virtual machine install a guest operating system after
creation.

3

14.Select "Create a new virtual machine" and click "Next".
15.1n the "Name" input field, enter a unique name for the VM.
16.From the "Compatibility" drop-down list, select the compatibility according to your setup.

17.From the "Guest OS family" drop-down list, select "Linux".
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18.From the "Guest OS version" drop-down list, choose a 64-bit version of a Linux distribution,
for example "Debian 10.x 64-bit".

E‘EI New virtual machine - IEM (ESXi 7.0 U2 virtual machine)
wTITLL a 11anres anng HI.IG::I. o

¥ 1 Select creation type Specify a unigue name and OS5

2 Select a name and guest 05

Mame

IEM

Virtual machine names can contain up to 80 characters and they must be unigue within each
ESXiinstance.

|dentifying the guest operating system here allows the wizard to provide the appropriate defaults
for the operating system installation.

Compatibility

ESXi 7.0 U2 virtual machine v

Guest OS family

Linux v

Guest OS5 version

Debian GMNU/Linux 10 (64-bit) w

‘ Back H Next | Finish

&

Note
Debian GNU/Linux 10 (64-bit)

"Debian GNU/Linux 10 (64-bit)" is only available when selecting a compatibility of ESXi
versions 6.7 or higher. The shown setup is done in V7.0 U2.

19.Click "Next".
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20.Select the datastore on which you want to store the VM.

1 New virtual machine - IEM (ESXi 7.0 U2 virtual machine)

Select storage

Select the storage type and datastore

« 1 Select creation type
" 2 Select a name and g
b 3 Select storage

Persistent Memory

Select a datastore for the virtual maching's configuration files and all of its’ virtual disks.

Mame ~ | Cap... v Free ~ Type ~ Thin...~ AcCC... ~
System 3487 . 3426 ...  VMFSE Suppo... | Single
VIV 182TB 1.75TB VMFS6 Suppo... Single

2 items

‘ Back H Next | Finish

According to the IEM requirements, the datastore must have minimum 600 GB of free space
for 2 virtual hard disks.

21.Click "Next".

4
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22.Add a second hard disk by clicking "Add hard disk".

The first hard disk is mandatory for the operating system and also stores IEM services.

The second hard disk is used for app images and containers in the IEMA, as well as for app's
data storage.

The following figure shows a simplified representation of the data stored in each hard disk:

sda =db
(first hard disk) (second hard disk)

IEM Service images IEMA data

|IE State Service app

IEM Service containers data (IED backups)

IEM-0S logs IEM Service data

The size of the second hard disk depends on the apps and the apps sizes that you install in the
IEMA. A minimum of 100 GB is mandatory.

Note
IED backups via IE State Service

The IE State Service is used in the IEM for storing and restoring IED states. Ensure to choose
an appropriate large hard disk space for the second hard disk (sdb) since the backup data of
the IE State Service are being stored on this hard disk and cannot be changed afterwards. For
more information on the IE State Service and IED backups, refer to the "Backups” section in
the "Industrial Edge Management - Operation (https://
support.industry.siemens.com/cs/us/en/view/109804063)" manual.

You can later on add additional storage to the IEM by adding additional hard disks to the VM
after setting up the IEM. Each additional added hard disk is used for storing the same type of
data as the second hard disk (sdb) is used for.
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23.Specify the virtual hardware resources as follows:

— CPU: 2 cores
— Memory: 16 GB
— Hard disk 1: 500 GB

Disk Provisioning: Thin provisioned

— Hard disk 2: 100 GB

Disk Provisioning: Thin provisioned

ﬁ New virtual machine - IEM (ESXi 7.0 U2 virtual machine)

4.6 VMware ESXi

+ 1 Select creation type

r Virtual Hardware '| VM Options |

+ 2 Select a name and gug

+ 3 Select storage
bd 4 Customize settings v [l CcPU

» W Memory

» 2 Hard disk 1

+ 3 New Hard disk

Maximum Size

Location

Disk Provisioning

3 Add hard disk ®M Add network adapter

Add other device

2 | @
16384 ME
500 GB
100 GB
175 TE

[Vna] IEMY

Browse. ..

(@) Thin provisioned

(O Thick provisioned, lazily zeroed

‘ Back H Next |

Thin provisioned means that the storage on the physical hard disk is only allocated when

needed. Otherwise, the disk's storage size remains small.
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24.Expand "CD/DVD Drive 1" and select "Datastore ISO file".

ﬁ New virtual machine - IEM (ESXi 7.0 U2 virtual machine)

v 1 Select creation type » O3 New Hard disk

100 GB ~

v 2 Select a name and gug

v 3 Select storage J SCSI Controller 0

VMware Paravirfual
bd 4 Customize settings
SATA Coniroller 0

USE controller 1

USB 2.0
» [N Network Adapter 1 Vs
- =y CD/DVD Drive 1 Host device
Host device
Status Datastore 150 file

CD/DVD Media None

Controller location SATA controller 0 v || SATA(0:0)

| Back H Next ‘ Finish

25.Select the previously uploaded ISO file and click "Select".

ﬁ Datastore browser

4 Upload [%3 Download [5} Delete [&p Move [25 Copy ¥ Creste directory | & Refresh
B System i IEM @ iemos am. . I@
=W &

vmimages iem-0s- amdBd.

Monday, October 04, 2__

I [1l If If
B [VM] IEMfiem-os-1.4.0-20-amd84-installiso

| Select || Cancel

26.Enable the "Connect at power on" check box.
By that, the ISO image wil be mounted when you start the VM.
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27.Select "VM Options".

ﬁ New virtual machine - IEM (ESXi 7.0 U2 virtual machine)

¥ 1 Select creation type Customize settings

¥ 2 Selectaname and gug Configure the virtual machine hardware and vitual machine additional opfions

v 3 Select storage

L 4 Customize settings -
[ Virtual Hardware | WM Options I

2 Add hard disk #8 Add network adapter Add other device

» @ cPU 2 v| @

» Wl Memory 16384 MB v
» 2 Hard disk 1 500 GB w
» L2 New Hard disk 100 GE w

g SCSI Controller 0 VMware Paravirtual

g SATA Controller 0

‘ Back H Next | Finish

28.Expand "VMware Tools" and disable the VMware tools scripts.

ﬁ New virtual machine - IEM (ESXi 7.0 U2 virtual machine)

+ 1 Select creation type last remote user disconnects

+ 2 Select a name and gug

+ 3 Select storage - ViMware Tools

hd 4 Customize settings Power Operations B system Detaut Ny

Il Put Guest on Standby ~
[»Power On / Resume VM

| System Default v

Run VMware Tools Scripts )
[ After powering on

(] After resuming
] Before suspending
(] Before shutting down guest

Tools Upgrades [ Check and upgrade VMware Tools before
each power on

‘ Back H Next | Finish

&

29.Expand "Boot Options".
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30.Under "Firmware", click the drop-down list and select "EFI" as boot firmware.

ﬁ New virtual machine - IEM (ESXi 7.0 U2 virtual machine)

+ 1 Select creation type

+ 2 Select a name and gug

+ 3 Select storage

b4 4 Customize settings

r ViMware Tools

v Power management

Expand for ViMware Tools settings

Expand for power management settings

+ Boot Options

Firmware Chooase which firmware should be used to boot
the virtual machine:
BIOS v
BIOS
e L e
0 milliseconds

Force BIOS setup

Failed Boot Recovery

[ The next fime the virtual machine boots,
force entry into the BIOS setup screen.

[ When the virtual machine fails to find a boot
device, automatically retry boot after

acnnde

‘ Back H Next | Finish

&

31.Enable UEFI secure boot by selecting the check box under "Enable UEFI secure boot".

32.Click "Next".
A summary of the VM settings is displayed.

T New virtual machine - IEM (ESXi 7.0 U2 virtual machine)

« 1 Select creation type
+ 2 Select a name and gug

« 3 Select storage

bd 5 Ready to complete

100

Ready to complete

Review your setlings selection before finishing the wizard

Name

Datastore

Guest OS name
Compatibility

vCPUs

Memory

Metworl adapters

Metwork adapter 1 network
Metwork adapter 1 type
IDE controller 0

IDE controller 1

IEM

VM

Debian GNU/Linux 10 (64-bit)
ESXi 7.0 U2 virtual machine
2

16384 MB

1

VMs

VIMXMET 3

IDEQ

IDE 1

Mext | Finish H Cancel ‘

E:]
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33.Check again all provided details.

34.Click "Finish".
The VM is created and configured.

vmware ESXi

4.6 VMware ESXi

0' Virtual machine IEM was successfully created - dizmiss

$Eh Create f Register VIV
| ¢ Refresh Actions

@ Virtual Machines

B storage m
|1

€3 Networking

Quick filters...

Recent tasks

4.6.2 Installing the Industrial Edge Management OS

Requirement
UEFI Boot is enabled in the VM settings.
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O & 5568 GB | Debian ..
O & 30.55 GB  Debian ..
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Unknown
Unknown

Unknown
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Procedure

1.

Under "Virtual Machines" select the VM and start the VM by clicking "Power on".
The "Siemens Industrial Edge" screen is displayed.

Siemens Industrial Edge

< Install System
< Back Up System
< Restore System
< Factory Reset
< Exit

2. Select "Install System".

The "Install System" screen is displayed.

3. Select the 500 GB partition as installation destination.

102

Install System

Choose an Install destination:
(X) sda on ( WMuware Virtuwal 5 ) — 536870.91Z MB
() sdb on ( VMware Virtuwal 5 ) — 107374.1824 MB

Choose an Install image:
(X) iem—os—

< Install selected image
< Back

Note: the selected disk will be wiped out.

Select "Install selected image".
If Trusted Platform Module (TPM) is not configured in the VM settings, a warning, indicating
that no usable TPM is detecetd, is displayed. Otherwise, the TPM setup will occur.

Select "Yes" to continue without TPM.

Note

Itis strongly recommended to use a virtual TPM to minimize risks of unauthorized access to
the VM.

Note
No TPM enabled

If Trusted Platform Module (TPM) is not configured in the VM settings and you select "No", the
installation of the Industrial Edge Management OS will not start.

The installation of the Industrial Edge Management OS is starting.
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6. Wait until the installation is completed.

7. When the installation is completed, reboot the VM by selecting "Reboot".
The VM is getting rebooted.
Afterthe rebootisfinished, the welcome screen is displayed through which you configure the
IEM-OS.

The "Configuring the Industrial Edge Management OS (Page 103)" subsection describes how
to configure the IEM-OS.

4.7 Configuring the Industrial Edge Management OS

Procedure

In the welcome screen, select "Ok".

Select the localization settings as required.
Select the keyboard model as required.

Select the keyboard layout as required.

oA W=

Select the default "None" keyboard variant.
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104

6. In the "Keyboard Settings", select "No" for ctrl-alt-backspace to kill xserver.

An initialization is being performed. After the initialization process has been completed, an
enhanced welcome screen is displayed.

The version of the IEM is displayed in the last row.

7. Select "OK".

The "Network Settings" screen is displayed.

Note
Multiple network interfaces via Oracle VirtualBox
If you set up the IEM via Oracle VirtualBox and with a NAT network connection inclusive host

only adapter, 2 interfaces are displayed in this screen. In this case, configure both network
interfaces as required.
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8. To start configuring your network settings, select the "ens33" network interface.
The following screen is displayed.

9. Select your network settings as required.
To use a DHCP network configuration, select "dhcp".

Note
DHCP IP address assignment
If you are using DHCP, ensure that always the same IP address is being used. Otherwise, if the

IP address changes in a running IEM environment, the Industrial Edge Management will not
run anymore.

When using DHCP, select "No" for obtaining the hostname via DHCP.

To use a static IP configuration for the VM, select "static".
When you choose a static IP configuration, enter the following information:

— Static IP address
— IP netmask
- |P gateway
— DNS server

After you have configured your network settings, the "Network Settings" screen is displayed
again.
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10.Select "Done".

The "Network Proxy Settings" screen is displayed.

11.Select "No" for the configuration of a proxy.

To use a proxy server, you can set and configure a proxy server in the
Industrial Edge Management Ul.
The "Timezone Settings" screen is displayed.

12.Select the timezone as required.
The "Date/Time Settings" screen is displayed.

13.Use an NTP server by selecting "NTP".
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14.Select "Add server".
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15.Enter the NTP server.

A flawless operation of the Industrial Edge Management and Edge Devices require time
synchronization of the Industrial Edge Management and Edge Devices. To properly
synchronize the time on the Industrial Edge Management and Edge Devices, minimum 1 NTP
server is mandatory.

After you have entered the NTP server, the NTP server is added to the server list.

If you want to add further NTP servers, select again "Add server" and enter the next NTP
server.
All entered NTP servers are added to the server list.
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16.After adding your NTP servers, select "Done".
The "Autostart Settings" screen is displayed.

| Autostart Settings |

Autostart iz - enabled. If ensbled, this will start the setup tool when a service stick is plugged in

Disable

<0k <{Cancel>

17.To lock the settings, select "Disable". To allow reconfiguration of the setup, select "Enable".

Note
Reconfiguration of the setup

Afteryou have set up the IEM-OS, you can recall and reconfigure the setup by hotplugging the
installation medium. For that, select "Enable".

The setup is being performed.

When the setup is completed, the following screen is displayed.

| Industrial Edge Management Initial System Setup |

You have completed the Industrial Edge Management first boot setup!

Mote: you mad need to reboot your sustem for some of the changes to be applied.

18.Select "Ok".
The VM is getting rebooted. This may take up to 10 minutes. When the reboot is finished, the
login screen is displayed.

the UI:

The configuration of the IEM-OS is completed.

Note
NAT network connection in Oracle VirtualBox
In case you use Oracle VirtualBox and a NAT network connection inclusive host only adapter,

2 IP addresses are displayed. To set up the Industrial Edge Management, use the second
displayed IP address ("enp0s8" network interface).
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4.8 Activating & Installing the Industrial Edge Management

4.8.1 Activating the Industrial Edlge Management

To activate and install the IEM, use an Internet browser on a client that is in the same network
and subnet as the VM.

Procedure

1. Enter the IP address of the VM respectively of the Maintenance Ul in the HTTPS protocol into
an Internet browser, for example "https://178.123.11.54".
The IP address is shown in the login screen in the VM.
A certificate warning is displayed.

A

Your connection is not private

Attackers might be trying to steal your information from (for
example, passwords, messages, or credit cards). Learn more
MET::ERR_CERT_AUTHORITY_INVALID

|:| Automatically send some system information and page content to Google to help detect

dangerous apps and sites. Privacy policy

ADVAMNCED Back to safety

2. Click "Advanced".
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3. To connect to your Maintenance Ul, click "Proceed to <IP address>".

Your connection is not private

Attackers might be trying to steal your information from <Edge-Management URL>
(for example, passwords, messages, or credit cards). NET:ERR_CERT_AUTHORITY_INVALID

] Automatically send some system information and page content to Google to help detect
dangerous apps and sites. Privacy policy

ADVANCED Back to safety

This server could not prove that it is <Edge-Management URL>; its security certificate is not
trusted by your computer's operating system. This may be caused by a misconfiguration
or an attacker intercepting your connection. Learn more.

Proceed to {unsafe

The "Activate IEM Instance” screen is displayed.
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Activate IEM Instance

4. In the "Onboarding Configuration” section, click "Browse" and select the downloaded IEM
configuration file that you created in the Industrial Edge Hub.
This IEM configuration file contains a key that is just valid for 1 hour. After 1 hour, the
configuration file is expired and you have to download a new IEM configuration file.

5. In the "Admin Accounts" section, create an admin user for the IEM-OS by entering the email
address and password of the admin user.
The password must meet the following criteria:

— Minimum 8 characters

— Minimum 1 upper case letter
— Minimum 1 special character
— Minimum 1 number

The following characters are recognized as special characters: '@ # $ % A& * . () _+
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6. If you wantthe admin user for the IEM-OS to be also the admin user for the IEM, activate the
"Use same credentials for IEM" check box.

Activate IEM Instance

C ontonins JE

Onboarding Configuration

Admin Accounts

IEM OS5 Email

IEM OS5 Password

~
)
o)

Confirm IEM OS Password

i~
)
L)

Use same credentials for IEM

LA
]
—+
=

7. If you wantto create a different admin user for the IEM, disable the "Use same credentials for
IEM" check box and enter the email address and password of the admin user for the IEM in the
"IEM Email" and "IEM Password" input fields.

Creating an admin account for the IEM-OS and for the IEM is mandatory.

Note
Resolved DNS entries

If you want to use resolved DNS entries for domain names to access the IEM, ensure to resolve
the DNS entries in the cloud or configure the local DNS server. Before you create the IEM-0S,
add the DNS server addresses to the network settings by clicking "Settings" and then clicking
the edit icon under the "LAN" tab.
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8. After configuring the settings, click "Next".
The "Certificate" tab is displayed.

Activate IEM Instance

Country

United States

9. In the "Common Name" input field, enter the Fully Qualified Domain Name (FQDN).
Typically, the FQDN is composed of the host domain name. The FQDN is used to generate a
rootCA on the IEM-OS for the following purposes:

— Generating certificates to configure the Edge Device's reverse proxy server TLS settings.

— Generating certificates to configure the IEM's reverse proxy server TLS settings if the IEM
is set up with default settings.

— Generating certificates to configure the IEM-OS's reverse proxy server TLS settings.

The "Common Name" input field is mandatory, should not have multiple "@" symbols and
must not exceed 253 characters.
The other input fields are optional.

10.Before activating the IEM instance, configure the system settings respectively ensure that
your settings are correct by clicking "Settings".
You can configure the following settings:

— Network

— Proxy server

— Docker network
— NTP server

You find more information on the system settings in the "Settings (Page 123)" subsection.
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11.Click "Activate".
When the activation of the IEM instance was successful, an according screen is displayed.

Activate IEM Instance

IEM Instance activated successfully.

oK
12.Click "OK".
You will be redirected to the "Sign in" screen.

13.Sign in with the admin user for the IEM-OS that you created during the setup.
The "Edge Management System Configuration" screen is displayed.

Edge Management System Configuration

Version:

[] Custom Certificate

Use default certificates.

Edge Management URL https:i® 9443
Settings
4.8.2 Installing the Industrial Edge Management

The Industrial Edge Management can be configured to use custom certificates or certificates
from the IEM itself during the setup.

Note

In the following, the term "cluster” is a synonym for the IEM-OS.
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116

1. To use self-signed certificates by the IEM itself, disable the "Custom Certificate" check box in

the "Edge Management System Configuration" screen and go to step 11.

Note
Industrial Edge Management App version

The version of the Industrial Edge Management App, in the Ul displayed as "Edge
Management" app, that you install is displayed above the "Custom Certificate" check box.

Note
Edge Management URL

The URL of the Management Ul of the IEM is displayed at the bottom of the screen.

Note
Importing certificates after the setup

When you do not use your own certificates but the certificates from the IEM, you cannot
import your own certificates after the setup of the [IEM anymore.

. If you want to use your own certificates, enable the "Custom Certificate" check box.

The IEM and its components require full certificate chains with root-CA, that means that the
used certificates must be certificated and trusted by a higher certificate instance. These
certificates are used to setup the IEM App with HTTPS communication. You find more
information on the certificate requirements and the certificate chain in the "Certificate
requirements (Page 132)" subsection.

The private keys and certificates must be uploaded in the *.pem format, for example
"portal.key" and "portal.crt” files.

You must select certificates for the IEM and for the Registry server.

3. Inthe"Edge Management SSL Key" field, click "Browse" and select your private key for the IEM.

. In the "Edge Management SSL Certificate” field, click "Browse" and select your certificate for

the IEM.

When you use 2 different certificates with different domain names, select 1 for the IEM and
1 for the Registry server.

When you use wildcard certificates issued for the "*.<domain.name>" domain, you can use
the certificates for both the IEM and the Registry server.

When you use SAN certificates with 2 different domain names, you can use the certificates for
both the IEM and the Registry server.
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5. In the "Edge Management URL" input field, enter the FQDN of the IEM that you want to use
to open the IEM, for example "iem.my.domain.name.com".
The "Edge Management URL" is needed for the APl and the Ul of the IEM. If you use resolved
DNS entries for domain names, you can use the URL of the IEM to access the IEM by entering
the domain name instead of the IP address.

Note
Avoid warnings

Add the IP address into the SAN field. By that, the IEM can be opened without warnings by
systems which cannot resolve the DNS.

Note
Multiple DNS servers

If you are using multiple DNS servers, ensure to resolve the URL of the IEM in each DNS server.
Otherwise, connection problems can occur during the access to the IEM.

The "Edge Management URL" text field is being adapted according to your configuration.
When you enter the URL of your IEM, the "Public Trusted" check box is enabled.

6. Inthe"Registry SSLKey" field, click "Browse" and select your private key for the Registry server.

7. Inthe "Registry SSL Certificate" field, click "Browse" and select your private certificate for the
Registry server.
Adding your private certificates and keys is mandatory when you do not use the created and
self-signed certificates by the IEM itself.

8. In the "Registry URL" input field, enter a FQDN for the Registry server, for example "iem-
registry.my.domain.name.com".

Note
Registry URL

Use for the "Registry URL" input field an own FQDN like for the "Edge Management URL" input
field.

The "Registry URL" is needed for using Docker images of Edge Apps.

9. If the selected certificates are wildcard or SAN certificates and thus signed by a public CA,
activate the "Public Trusted" check box.
If the certificates are signed by a public CA, you do not have to manage certificates for other
components, for example the IE App Publisher or Edge Devices, to accept and use your
certificates.
You can only enable this during the IEM setup and you cannot change this setting afterwards.

Note
Public CA

As long as the "Public Trusted" check box is not enabled, the custom certificate chain of trust
is also transferred as trusted root certificate to the IEDs.

10.1f the certificates are not public trusted, deselect the "Public Trusted" check box.
In that case, you mustimportand accept the full chain certificates with root-CA for each other
component in Industrial Edge.
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11.Click "Next".
The "System Services" tab is displayed.

Edge Management System Configuration
| | Edge Management | 2 | Systemn Services | 3 nformation | m
Click on application to change default configurations.
@ IE App Configuration Service

| . L -
L IE Device Catalog Select application to configure.

@ IE Licensing Service
ﬁ IE State Service

In this screen, you can change, if needed, the default installation configurations of IEM
Services.

12.Select an IEM Service on the left.
The version of the IEM Service that is being installed is displayed below the app icon.

13.Ensure that the available resource files in the "Resources” tab are activated.

Edge Management System Configuration

1~ coge arogement | 2 | spem srve oo | hex

Click on application to change default configurations
@ IE App Configuration Service >> IE P\pp Conﬁguratian Service
L.}EE IE Device Catalog
Version:
@ IE Licensing Service
Resources Configurations

ie-app-config-service-ui

° File: nginx-app-config-service-iems.conf +" Run On IEM Network

Settings

Industrial Edge Management - Getting Started 08/22
118 Getting Started, 08/2022, A5E50177870-AK



Setting up the IEM

4.8 Activating & Installing the Industrial Edge Management

14.1f needed, you can change the default installation configuration in the "Configurations" tab.
For the IE State Service, you can enable the monitoring service in the "Configurations" tab.
You find the procedure on enabling the monitoring service and further information on the
service under"Backups >Industrial Edge State Service > Configuration"in the "Industrial Edge
Management - Operation (https://support.industry.siemens.com/cs/us/enlview/
109804063)" manual.

Note

Except the IE State Service, Siemens recommends not changing the installation
configurations.

15.Ensure that for each IEM Service the available resource files in the "Resources" tab are
activated.
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Ed

1 |Edge Management | 2 |System Services | 3 |Infunnaﬁnn

16.Click "Next".

The "Information" tab is displayed.

ge Management System Configuration

IEM Cluster Network

Service Network
IP address
67.64.0.0

Pod Network
IP address
77.32.0.0

Configuration

CPU 1
Cores 2
Memary 15.67 GB

NICs 1

Network interface to access IEM

Name Boot Protocol
ens33 DHCP
Storage
Idevisdb
Settings

120

| Sack | Creat Guster |

Metmask
12

Metmask
12

IP address

The "IEM Cluster Network" section is editable, the "Configuration”, "Network" and "Storage"
sections are non-editable and are just displayed for your information.

17.1f needed, edit the "Service Network" and the "POD Network" sections.
The networks are needed for internal services. These network ranges must not overlap the
LAN network in which the IEM is installed and both network ranges must not overlap each

other.

The "Netmask" entry indicates a network subnet and is the subnet in the Classless Inter-
Domain Routing (CIDR) format, for example "67.67.0.0/12".

Note
IEM Cluster Network settings

Siemens recommends not changing these settings.
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18.Click "Create Cluster".
You will be redirected to the Maintenance Ul.
The "Create cluster" screen is displayed.

Create cluster

[ - 10%
v Node Authentication w
Network Configuration (1 of 2) v
@ Storage Setup w
@ Cluster Creation w

The IEM-OS is being created automatically. This process takes approximately 15 minutes.
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19.When the "Cluster created successfully" message is displayed, click "Ok".

Create cluster

e | 00%

v MNode Authentication w
+  Metwork Configuration w
+ Storage Setup w
v Cluster Creation v

Cluster created successfully. “

Automatically, the Industrial Edge Management App is being installed. Via the app, you open
the Management Ul, the central Ul of the IEM.

20.Wait until the Industrial Edge Management App is installed.
You can check the installation progress by clicking the [M icon. When the installation was
successful, the "Edge Management” app is displayed in the "Home" section of the
Maintenance Ul.

= Maintenance

ﬁ Home

\% Catalog

e

rame My User Groups

Edge Management IE App Config
Y Settings Service

Note
Installation of the IEM App
When the IEM App is installed, automatically few images and containers are getting

downloaded to use the IEM App. Depending on the Internet speed, the download of these
images and containers takes approximately 10 minutes.
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Note
Automatic installation of IEM Services

With upcoming releases, several IEM Services, for example the IE State Service and the IE App
Configuration Service, are also getting installed automatically. You can check which IEM
Services are getting installed automatically, and also the installation progress respectively
status of the IEM Service, by clicking the | icon.

4.8.3 Settings

4.8.3.1 Settings
You can edit the following settings before you install the Industrial Edge Management:
¢ Network settings
* Proxy settings
* Docker network settings

e NTP settings

Industrial Edge Management - Getting Started 08/22
Getting Started, 08/2022, A5E50177870-AK 123



Setting up the IEM

4.8 Activating & Installing the Industrial Edge Management

4.8.3.2 Editing network settings

Procedure

1. In the "Activate IEM instance" screen, click "Settings".

The "Settings" screen is displayed.

Settings
Proxy Docker Network System
.E ens33
DOO

Enabled (DHCP)

In the "LAN" tab, the configured network settings are displayed.

2. To edit the network settings, click the icon.
The "Configure NIC" screen is displayed.
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Configure NIC X

(® Obtain an IP address automatically from DHCP server

(® Obtain DNS server address automatically from DHCP server

Change Mac Address

Mac Address

3. Configure the IP address and the DNS server as required, either automatically through DHCP
server or through static information.

Note
Resolved DNS entries
If you want to use resolved DNS entries for domain names to access the IEM, ensure to resolve

the DNS entries in the cloud or configure the local DNS server. Before you create the IEM-0S,
add the DNS server addresses to the network settings.

4. If you want to use a specific MAC Address, activate the "Change Mac Address" check box and
enter the desired MAC address.

5. Click "Save".

4.8.3.3 Setting up a proxy server

With the use of a proxy server, the admin of the IEM (and of Edge Devices) can add, edit and
remove proxy rules to redirect specific data traffic. The admin can also disable redirection of
specific data traffic through the proxy.

App developers do not need to implement their own proxy settings. The proxy settings described
in this procedure apply for all IEM components.
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Procedure
1. Click the "Proxy" tab.

Settings X

LAN Docker Network System

2. To use a proxy server, click the "Use a proxy server" check box.
The input fields for the proxy server settings are enabled.

3. Enter the IP address and the corresponding port of the proxy server in the according input
fields.

4. If needed, enter username and corresponding password in the according input fields in case
of an additional authentication for the proxy server.
When authentication is required, the password must match the following criteria:

— The password must start with an alphabetic character
— The password must not contain complex characters, such as\. *"
— The password must not be longer than 21 characters

The settings apply for HTTP and HTTPS proxy servers.
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5. Click "Next".
The "No Proxy" tab is displayed.
Settings b
LAN Proxy Docker Network System

IP address Action
0.0.0.0/8 —
10.0.0.0i18 —
127.0.0.0/8 —
169.254.0.0116 —
172.16.0.012 —
192.168.0.0116 -
224.0.0.0/4 —

240.0.0.0/4 -

In the "No Proxy" tab, add all the IP addresses which shall be accessed directly (without use
of proxy).
By default, several no proxy addresses are listed which are required by the IEM.

6. If you want to add a further IP address which shall be accessed directly, enter the IP address
inclusive subnet, for example <IP/32>, or the domain of the no proxy address in the "IP" input
field and click the * icon.

The address is added to the no proxy list.

When you use a proxy server to connect to the IEM after you have installed the IEM, you must
add the Industrial Edge Management URL and the Industrial Edge Management App registry
URL to the no proxy address list. Otherwise, several errors can occur when you use the IEM.
Also, ensure adding the proxy server address to the no proxy list. This is required for
supporting transparent proxy feature and for supporting HTTP proxy aware IEM extensions
at same time.
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7. Click "Next".
The "Custom Port" tab is displayed.
Settings X
LAN Proxxy Docker Network System

Use a proxy server

C ron |2 norog | 3 auomeon

Protoco

http hd

Protocol Port Action
http B0 —_
https 443 —_
https 2020 —_

In the "Custom Port" tab, you configure ports for apps which use the configured ports for
outgoing communication through the proxy on HTTPS or HTTP protocols.
By default, several ports are listed which are required by the IEM.

Note
Default no proxy addresses and ports

The default no proxy addresses and ports are essential for running the IEM and cannot be
deleted.

8. If you want to add a further port, select the required protocol from the "Protocol" drop-down
list and enter the required port.

9. To add the port, click the + icon.
The port is added to the port list.

10.To add the proxy settings, click "Configure".

11.Confirm the proxy settings by clicking "Ok".
The proxy settings are saved.

Note
Setting up a proxy server after IEM installation
You can also configure and update the proxy settings after the IEM installation. In the

Maintenance Ul, navigate to the "Settings > Connectivity > Proxy" section and set the proxy
settings.
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48.3.4 Configuring the Docker network

By default, the Docker server creates and configures the host system's network interface called
docker0. The Docker server configures the dockerO network with an IP address, a netmask and
an IP allocation range. The default dockerO network range is 172.17.0.0/16. If this network
range conflicts with the existing system's network configuration, certain services do not work
and you are not able to access the Maintenance Ul in a browser.

To prevent this scenario, you can configure the dockerO network range as described in the
following.

Procedure
1. In the "Settings" screen, click the "Docker Network" tab.

Settings X
LAN Proxy System
Paddress 0 0 0 0
Netmask 0 0 0 0

2. In the "IP address" input field, enter the IP address that you want to use for the dockerO
network.
The IP address of the dockerQO network is the start of the dockerO network.

3. In the "Netmask" input field, enter the subnet mask of the dockerO network.

Settings b
LAN Proxy System
address 172 18 1 2
Netmask 255 255 O 0

4. To save the settings, click "Configure".
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4.8.3.5 Downloading system logs

Procedure
1. Click the "System" tab.

Settings X
LAN Proxy Docker Network
D
D
D
System Logs NTP Server

2. Click the "System Logs" tile.
The log file is being downloaded to the standard download folder of your Internet browser.

4.8.3.6 Adding an NTP server

A flawless operation of the Industrial Edge Management and Edge Devices require time
synchronization of the Industrial Edge Management and Edge Devices. To properly synchronize
the time on the Industrial Edge Management and Edge Devices, an NTP server is mandatory.

If you already have added an NTP server during the configuration of the Industrial Edge
Management OS, you can skip this procedure.
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Procedure
1. Click the "System" tab.
Settings X
LAN Proxy Docker Network Systen
D
| e
T
System Logs NTP Server
2. Click the "NTP Server" tile.
The "NTP Server" screen is displayed.
NTP Server X
Prefer Server Name Action
0.pocl.ntp.org i}
(] Enable IE TP serve
[ Use the IEM NTP se
Auto Re I
If you have added an NTP server during the configuration of the Industrial Edge Management
OS, the NTP server is displayed in the server list.
3. If you have not added minimum 1 NTP server or you want to add an other NTP server, enter
the NTP server in the "Server Name" input field.
4. To add the NTP server, click the plus icon.
The NTP server is added to the server list.
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. By clicking the @ icon, you select the NTP server as preferred NTP server which signals the

NTP service to always select this NTP server as synchronization source, in case the server is
available.
Preferred NTP servers are marked with @ .

. By selecting the "Enable IEM as NTP server" check box, the NTP services in the [EM serve as

an NTP server for other NTP clients, for example Edge Devices.

This option removes the dependency that an NTP server must be configured in the local
automation network and serves Edge Devices which cannot access any global or local servers
within the local network.

. By selecting the "Use the IEM NTP settings for the IED" check box, Edge Devices that are

getting connected to this IEM use the same preferred NTP server for time synchronization.

Note
Selecting NTP server

You can just select either the "Enable IEM as NTP server” or the "Use the [IEM NTP settings for
the IED" at the same time.

. By selecting the "Auto Restart NTP" check box, the automatic restart of NTP services is

enabled.

By default, the "Auto Restart NTP" check box is enabled. If, due to any kind of reason, NTP
services in the IEM have stopped and the "Auto Restart NTP" check box is enabled, the NTP
monitoring service will automatically restart the NTP services.

Note
Data loss due to leap in time

If NTP services in the IEM have stopped and the automatic restart of NTP services is enabled
via this option, a leap in time might occur after automatically restarting NTP services. Be
aware that time series based applications might be affected by this leap in time resulting in
losing data. If you do not want this risk of losing data, disable the "Auto Restart NTP" check
box.

. Click "Submit".

4.8.4 Certificate requirements

132

Industrial Edge certificates require the following mandatory fields to be configured:

Common Name (CN)

Subject Alternative Name (SAN)

If you set up the IEM using custom certificates, ensure that these mandatory fields are
configured in the provided certificates. Moreover, the provided information must fitinto the root
or intermediate CA’s policies.
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Beside these mandatory fields, you can also provide optional information. The following fields
are optional:

Country Name (C)
State or Province Name (S)
Organization Name (O)

Organization Unit (OU)

Checked certificate properties

Currently, the following properties are checked upon import of the certificate:

CA certificate existence

Key file validity

Some properties are not checked and need to be checked by the user manually:

Certificate chain

All necessary fields are filled

Validity of certificate chain (your certificate — intermediate certificate — root-CA certificate)

Corresponding of server names in the certificates to the used DNS names

The used certificates require to contain the whole certificate chain in the *.crt file.

The certificate chain starts with your certificate followed by intermediate certificates and ends
with the root-CA certificate. The issuer of any certificate in the certificate chain must be equal to
the subject of the next certificate, ending with the root-CA certificate where subject and issuer
are equal.

Server certificate

Issuer: the name of the

intermediate CA
/ Subject: FQDN

~,

{

Intermediate CA certificate
-lssuer: the name of the CA
/ Subject: the name of the

intermediate CA
0

Root CA certificate
Issuer: the name of the CA
Subject: the name of the CA

2

/

Up to IEM V1.2, line breaks in the certificate text files must be \LF only (Linux style). \CR\LF

(Windows style) and \CR (Mac style) are not supported.
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4.9 Installing configurators

134

Configurators are essential for using the "IE Databus" System App and some other special apps.
Apps that are being configured by a configurator and that are installed on Edge Devices are also
considered as runtime apps. The configurators can configure and launch each decentrally
installed runtime app on your Edge Devices. To use these runtime apps, the respective
configurator must be installed in the Maintenance Ul of the IEM.

Configurators are for example:

¢ |E Databus Configurator

¢ |E Cloud Connector Configurator

¢ SIMATIC S7 Connector Configurator

More configurators will follow with further IE releases.

The following procedure describes the installation of the "IE Databus Configurator”. To install
other configurators, proceed in the same manner.

Note
Configurators documentation
You find more information on the functionalities and the operation of the configurators in the

manual of each configurator in SIOS (https://support.industry.siemens.com/cs/products?
mfn=ps&pnid=26128&Ic=en-WW).
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Procedure

1. In the navigation menu of the Maintenance Ul, click "Catalog".

2. Click the "IE Databus Configurator" app.
The "Install App" screen is displayed.

Install App

m IE Databus Configurator

Version:

Resources Configurations

sim-edge-mosquitto-backend-ui-server

<

File: nginx-databus-iems.conf

3. Ensure that the available resource file is activated.

Install App

m IE Databus Configurator

Version:

Resources Configurations

sim-edge-mosquitto-backend-ui-server

4.9 Installing configurators

+" Run On IEM Network

The app version you install is displayed below the app icon.

<

File: nginx-databus-iems.conf

+" Run On IEM Network
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4. Click either "Install Later" or "Install Now".
“Install Now" installs the app immediately. When you click "Install Later", select an installation
time.

Note
Installation date and time

When you select "Install Later", a calendar and the local system time is displayed for selecting
the installation date and time.

5. To check the installation status, click the tasks icon in the top right corner.

SIEMENS (m] & o

6. Wait for the app to be installed.

7. Before you continue, install the other available configurators in the same manner and wait
until all configurators are installed and available in the Maintenance Ul.

Note

Using the configurators

By clicking the tile of a configurator after it is installed, the configurator will be launched with
an error. To use the configurator, the respective runtime app must be installed on your Edge

Devices. Afterwards, you can use the configurator and launch the respective app under "Data
Connections" in the Management Ul.

You find the procedure on installing apps in the "Installing an app (Page 175)" subsection.

4.10 Adding a relay server

When your Edge Devices are placed in your plant network that is separated for example by NAT
Gateway from the control plane network in which the IEM is running, the direct access from the
control network is not possible. Normal operation is still possible, as the Edge Devices always
initiate the communication from their side. For direct access through "remote access", for
example for debugging on Edge Devices, a relay server is needed. The Edge Devices in the plant
network establish the connection to the relay server. The IEM can act as a relay server for your
Edge Devices. For that, you must add the IP address of the IEM server. Afterwards, you can use
the "remote access" through the IEM after activation. Only 1 relay server per IEM is allowed.
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Procedure

1. When the Industrial Edge Management App and the configurators are installed, open the
Management Ul by clicking the "Edge Management" app.
Alternatively, you open the Management Ul by entering the URL of the IEM that you entered
during the setup of the IEM-OS into an Internet browser, for example
"iem.my.domain.name.com".

The login screen of the Management Ul is displayed.

= Management SIEMENS Industrial Edge |

e &

Welcome to Siemens Industrial Edge Management

Catalog Edge Devices Applications

Browse & install available application Manage your edge devices Manage your installed applications running

on edge devices

‘e () (%)
>/ & &

2. Click "Signin".
The "Sign in" screen is displayed.

Sign in

Email

Sign up
Forgot Password?
Reset Password
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3. Log in with the admin credentials that you configured during the setup of the IEM-OS.
The home page of the Management Ul is displayed.

= Management SIEMENS IndustrialEdge | ™ ¢ & & &
)

L4

= Welcome to Siemens Industrial Edge Management

[

= . _—

N Catalog Edge Devices Applications

- Browse & install available application Manage your edge devices Manage your installed applications running
'@’ on edge devices

&

[H

= \E/ =)

4. In the navigation menu, click "Admin Management".
The "Dashboard" screen of the Admin Ul is displayed.

5. In the "Relay Servers" section, click "More Info".

Relay Servers 0

Assigned Ports: 0

Available Ports: 0

Registered Users 1
Approved: 1
Pending: 0 Suspended: O

The "Relay Servers" screen is displayed.

6. Click "Add".
The "Add Relay Server" screen is displayed.
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7. In the "Domain Name" input field, enter either the IP address or the DNS name of your IEM.
If you are using an IP-based IEM, enter the IP address of the IEM or a DNS name which is
resolved to this IP address.

If you are using a DNS-based IEM, enter the DNS name of the Industrial Edge Management

App.
8. In the "IP Address" input field, enter the IP address of your IEM.

Add Relay Server X

Domain Name

D =

Start Range End Range

Status

Lahel

Note
Usable Ports

These ports are being used only internally in the IEM.

Note
VM IP address

You get the IP address of your VM from the login screen in the VM.

9. Click "Add".
The relay server is added to the relay servers list. The setup of the IEM is completed.
In the next sections, you find the procedure on how to connect Edge Devices to the [EM and
on how to install apps onto them.
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When you add an Edge Device in the Management Ul, an Edge Device configuration file is
created. You need this configuration file to successfully onboard your Edge Device in the IEM.

Requirements for adding an Edge Device
* The Edge Device is switched on.

* The Edge Device is connected to the local network.

5.1 Creating the Edge Device configuration file

Procedure
1. Open and log into the Management Ul.
2. Navigate to the "Edge Devices" menu item.

3. In the "Edge Devices" screen, click "New Edge Device".
The "New Edge Device" screen is displayed.

New Edge Device X

Edge Device Type
Industrial Edge - SIMATIC IPC847E hd

Edge Device Username (Email)
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4. In the "Device" tab, enter all the required information according to the
"New Edge Device - Parameters" subsection.

Note
Synchronizing Edge Device Types

Only Edge Device Types that are synchronized with the IEM are available. The admin of the
IEM can synchronize Edge Device Types with the IEM under "Admin Management > Device
Catalog". You find further information on synchronizing Edge Device Types in the "Admin Ul
> Device Catalog" subsection in the "Industrial Edge Management - Operation" manual.
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5. After entering all required information, click "Next".
New Edge Device

m[ 2 | Metwork Interface H 3 Pfox}tl

Edge Device Type
Industrial Edge - SIMATIC IPC227E

Edge Device Name
fuerth

Edge Device Username (Email)

Edge Device Password

Edge Device Confirm Password

The "Network Interface" tab is displayed.

New Edge Device

m 2 |Netwnrk|nterface 3 | Proxy

— Network Interface (Optional)

Mo network interfaces.

— NTP Server (Optional)

Server Name

Prefer Server Name

0.poal.ntp.crg

Action

— [ Docker Internal Network (Optional)
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6. To configure the network interface settings for the Edge Device, click the icon under the
"Network Interface" section.
Configuring the network interface settings for the Edge Device is optional. It depends on the
Edge Device Type whether you must configure the network interface settings or not. If you
do not need to configure the network interface settings, the Edge Device is using the default
network interface settings provided by the Device Builder. In this case, you can proceed
configuring an NTP server and a Docker network as described from step 11 ongoing.

Note

You can find the available type of the network interface connection of the respective Edge
Device Types in the Edge Device Type details under "Admin Management > Device Catalog".
Contact the Device Builder or check the documentation of that Edge Device Type to know, if
you must configure the network interface settings for the Edge Device or not.

The "Add Network Interface" screen is displayed.
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Add Network Interface X

[ Gateway Interface

[ DHCP
IPv4
Metmask
Gateway
Primary DNS

Secondary DNS

Start IP Address
MNetmask

P Address Range -

Depending on the Edge Device Type, the Edge Device Type and its network interfaces are
displayed at the top of the screen.

7. Enter the network interface settings of the Edge Device according to the
"New Edge Device - Parameters" subsection.

8. If required, set up a Layer 2 network access on this Edge Device under the "Layer 2 (L2) for
Apps" section.
Setting up a Layer 2 network access for apps is optional. You find more information on the
Layer 2 network access for apps in the "Layer 2 network access" subsection. When setting up
a Layer 2 network access, enter the required information according to the
"New Edge Device - Parameters" subsection.
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9. When finished, click "Add".
The configured network interface is added.
If you have entered a MAC address, the MAC address is displayed in the table.

Network Interface (Optional) o
Gateway Ethernet Primary | Secondary .
Intarface MAC Address Label DHCP IPv4 Netmask Gateway DNS DNS L2 Actions
g

If you have selected an Ethernet label, instead of the MAC address, the Ethernet label is
displayed in the table.

MNetwork Interface (Optional) o

Gateway MAC Primary Secondary .
o Address DHCP IPv4 Netmask | Gateway DNS DNS L2 Actions
4 m
You can add more than 1 network interface by clicking theo icon again and adding another
network interface. If the maximum number of network interfaces is reached, the é iconis
disabled.
If you have configured a Layer 2 network access, the L2 check mark is activated which means
that the L2 network access is enabled.
Network Interface (Optional) o
Gateway Ethernet Primary | Secondary .
Intarface MAC Address Label DHCP IPv4 Netmask Gateway DNS DNS L2 Actions
# i
If you click again the o button to add another network interface, the "Layer 2 for Apps (L2)"
section displays "Already configured”. You can just configure 1 Layer 2 network access per
Edge Device.
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10.Select 1 Network Time Protocol (NTP) server you want to use for this Edge Device under the
"NTP Server" section.
When you already have configured an NTP server during the setup of the
Industrial Edge Management or when you added an NTP server in the Maintenance Ul
settings and selected the "Use Same NTP On IED" check box, the NTP servers are displayed
under the "NTP Server" section .

Prefer Server Name Action

0.pocl.ntp.org

If you want to use an other NTP server, enter the NTP server in the "Server Name" input field,
click the plus icon and select the newly added NTP server.

Prefer Server Name Action
I | O.pool.ntp.org

1.pocl.ntp.org

Note
Time synchronization of the Industrial Edge Management and Edge Devices

A flawless operation of the Industrial Edge Management and Edge Devices require time
synchronization of the Industrial Edge Management and Edge Devices. To properly
synchronize the time on the Industrial Edge Management and Edge Devices, an NTP server
is required. Either use the default configured Debian NTP servers which will be used once you
connect the PC, on which the Industrial Edge Management is running, with the Internet. Or,
when you operate the Industrial Edge Management and Edge Devices disconnected from the
Internet in your local network, provide an own NTP server to which the

Industrial Edge Management and Edge Devices must be able to connect to.
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5.1 Creating the Edge Device configuration file

11.1f you want to change the default Docker network, click the "Docker Internal Network" check
box.

IP Address | 172 =| |16 =

Metmask

By default, the Edge Device contains 2 Docker networks, 1 for the proxy-redirectand 1 for the
docker0 interface (that you create via the "IP Address" input field). When you install an app
which creates a new Docker network on the Edge Device, the Docker network of the installed
app must not overlap the Docker networks of the Edge Device and need free Docker network
IP ranges on the Edge Device.

By default, the dockerO interface starts with 172.17.0.0. Using a different dockerO interface
is optional.

12.In the "IP Address" input field, select the IP address of the dockerQ interface you want to use
for the Edge Device.
The IP address of the dockerQ interface is the start of the dockerQ interface. The subnet mask
is not configurable.

13.Click "Next".
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14.1n the "Proxy" tab, enter, if needed, all required proxy information according to the
"New Edge Device - Parameters" subsection.

New Edge Device x
2 | Neork niriace | 3 prow [ ack | croe |
Host (Optional)

Protocol

https A
User (Optional)

Password (Optional) @&

(] No Proxy (Optional)

Add more IP address | domain ', separated.

Custom Ports (Optional)

Part

No custom ports.

15.Click "Create".

A configuration file named "device-<devicelD>" is downloaded to the standard download
folder of your Internet browser.
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5.2 Onboarding the Edge Device

Procedure

1. Open the Edge Device Ul by entering the IP address of the Edge Device in HTTPS protocol into
your Internet browser, for example "https://192.168.80.123".
A certificate warning is displayed.

A

Your connection is not private

Attackers might be trying to steal your information from (for
example, passwords, messages, or credit cards). Learn more
MET:ERR_CERT_AUTHORITY_INVALID

|:| Automatically send some system information and page content to Google to help detect

dangerous apps and sites. Privacy policy

ADVANCED Back to safety

2. Click "Advanced".
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3. Click "Proceed to <IP address>".

Your connection is not private
Attackers might be trying to steal your information from <Edge-Management URL>

(for example, passwords, messages, or credit cards). NET:ERR_CERT_AUTHORITY_INVALID

] Automatically send some system information and page content to Google to help detect
dangerous apps and sites. Privacy policy

ADVANCED Back to safety

This server could not prove that it is <Edge-Management URL>; its security certificate is not
trusted by your computer's operating system. This may be caused by a misconfiguration
or an attacker intercepting your connection. Learn more.

Proceed to {unsafe

The "Activate Edge Device" screen is displayed.

Activate Edge Device

Settings Activate

4. Click "Browse" and select the created Edge Device configuration file.
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5. Click "Settings" to configure the following settings:
— Network settings
— Proxy settings
— Docker network settings
— System settings
You find the procedure on how to configure each setting in the "Settings" subsection.

6. After configuring the settings, click "Activate".
The Edge Device is being connected to the IEM. When the connecting process was successful,
an according message is displayed.

Activate Central Managed Edge Device
Edge Device activated successfully.
0K

7. Click "Ok".
You will be redirected to the Edge Device Ul.

Note
Connection successful
When the Edge Device is connected successfully to the IEM, the status indicator at the top of

the Edge Device tile in the IEM switches to green and the IP address of the Edge Device is
displayed under the name of the Edge Device.

8. Signinwith youremail address and password that you have entered in the "New Edge Device"
screen.
The home page of the Edge Device Ul is displayed.

Note

When you onboard a SIMATIC IPC Edge Device, you also have the possibility to onboard it via a
USB flash drive. You find the procedure and additional information on this procedure in the
"SIMATICIPC Industrial Edge Device - Operation (https://support.industry.siemens.coml/cs/us/en/
view/109803878)" manual.
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5.3 New Edge Device - Parameters
Device
Parameter Description
Edge Device Device type of the Edge Device you want to onboard, for example SIMATIC IPC227E
Type
Edge Device ¢ Unique domain wide name of the Edge Device
Name * Must contain 3 - 64 characters
Edge Device Valid email address of the user for signing into the Edge Device
Username
Edge Device e Password for signing into the Edge Device
Password e Minimum 8 characters
e Minimum 1 upper case letter
e Minimum 1 special character
¢ Minimum 1 number
» The following characters are recognized as special characters:
1@#F%AN&*.()_+
Edge Device Confirm Edge Device password
Confirm Pass-
word

Network Interface

Parameter

Description

Gateway Inter-
face

In a typical setup, the IEM and cloud access are reachable via default route and
default gateway. In this case, enable the "Gateway Interface" check box for the
network interface, for example either X1 or X2, to which the default router and the
default gateway is connected to

If this default network interface is not reachable or the connection to the interface
fails, a connection to another network interface is attempted to be established

MAC Address

Depending on the Edge Device Type, either "MAC Address", "Ethernet Label" or
both is available

If the Edge Device Type requires a MAC address, this field is enabled

In case both "MAC Address" and "Ethernet Label" are available, select 1 of them you
want to use

Enter the MAC address of the network interface which is currently configured
Use colons as separations
Example MAC address: 00:0¢:29:82:3f:81
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Parameter Description

Ethernet Label |« Depending on the Edge Device Type, either "MAC Address", "Ethernet Label" or
both is available

¢ |If the Edge Device Type requires an Ethernet label, this field is enabled

¢ Incaseboth"MACAddress"and "Ethernet Label" are available, select 1 of them you
want to use

e Select the network interface you want to use to connect the Edge Device to the IEM
DHCP * Enable or disable IP address assignment through DHCP
e If this check box is selected, the IP address is assigned through DHCP

* When the check box is disabled, static IP address assignment is used
IPv4 e Only enabled when DHCP is disabled
e |P address of the Edge Device in the network

¢ Input of the IP address is mandatory when DHCP is disabled
Netmask ¢ Only enabled when DHCP is disabled
e Subnet mask in the "255 255 0 0" format, for example

¢ Input of the subnet mask is mandatory when DHCP is disabled

Gateway * Only enabled when DHCP is disabled
e |P address of the gateway
¢ Input of the IP address is mandatory when DHCP is disabled

Primary DNS e Primary DNS server address

¢ Input of the DNS server address is optional

Secondary DNS |+ Secondary DNS server address
¢ Input of the DNS server address is optional

Start IP Address | e L2 network access is optional
e Start of the L2 network access IP address range
¢ Number in the last octet must be even

¢ Input of Start IP Address is mandatory for L2 network access usage

Netmask ¢ Netmask defines the section in which the IP addresses are located

¢ Input of netmask is mandatory for L2 network access usage

IP Address ¢ Lengthof theIPaddress range for usage of Edge Apps with direct L2 network access
Range ¢ Minimum IP address range is 2, maximum range is 256

¢ Valid displayed IP address range depends on last number in Start IP address, for
example:

— If last number of Start IP address is 16: 1, 2, 4, 8 and 16 is available
— If last number Start IP address is 172: 1, 2 and 4 is available
— IflastnumberStartIPaddressis0:1, 2,4, 8, 16,32, 64,128 and 256 isavailable

¢ Input of IP address range is mandatory for L2 network access usage
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Note
MAC address and Ethernet label
It depends on the Edge Device Type which input type is required for the network interface

settings, whether MAC address or Ethernet label. The Edge Device builder by himself forces
which type is required and must be provided to onboard the Edge Device to the IEM.

The parameters in the "Layer 2 for Apps (L2)" section and thus the configured Layer 2 network
access is independent of the "DHCP" and "Gateway Interface" configuration.

Ensure that the Edge Device IP addresses and the configured L2 network access configurations
do not collide with addresses of other devices in the network.

Note
IP address and broadcast IP address of subnet

Do not use the IP address and the broadcast IP address of the subnet defined by the netmask for
the configured IP address range.

For more information regarding the configuration of Docker IP address ranges, check the official
Docker documentation (https://docs.docker.com/network/macvlan/).

Proxy

Parameter Description

Host e |P address and port of the proxy
* Inputin the format <IP>:<PORT>

e Proxy host address is optional

Protocol Transport protocol of the proxy server

User Username for authentication on the proxy server, if necessary

Password Password for authentication on the proxy server, if necessary

No Proxy (op- ¢ Enable and enter IP addresses which shall be accessed directly (without use of
tional) proxy)

* Separate multiple no proxy addresses by a comma

¢ Input of no proxy address is optional but mandatory if you select this check box

Custom Ports e Ports that are needed for using apps on the Edge Device

* Add further ports by clicking the plus button

e Input of ports is optional
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5.4 Layer 2 network access

5.4 Layer 2 network access

Some Edge Apps need to communicate with automation devices via automation protocols, such
as Profinet, DCP and LLDP. That means, these Edge Apps require to be directly connected to the
physical network at the data link layer (Layer 2 network access). This Layer 2 network access is
used only for communication with automation devices on the physical network, it is not
designed to provide communication between app containers. For communication between app
containers, standard app container communication means must be used.

When you onboard an Edge Device to the IEM, you define the IP address range of the Layer 2 n
etwork access which is then reserved for communication between Edge Apps and automation
devices. To install and use Edge Apps on Edge Devices that need to communicate with automa
tion devices, you must enable the Layer 2 network access on the respective Edge Devices durin
g the onboarding procedure. Edge Apps that require a Layer 2 network access can only be inst
alled on Edge Devices with an appropriate configured Layer 2 network access. The Layer 2 net
work access activation and configuration is saved to the Edge Device configuration file.

If you edit a configured Layer 2 network access on the Edge Device while apps running on this
Edge Device are using the Layer 2 network access, the apps will first stop running. After you ha
ve finished editing the Layer 2 network access, the apps will restart and run again with the ne
w settings. If you remove a configured Layer 2 network access on this Edge Device while apps
running on this Edge Device are using the Layer 2 network access, the apps will not work anym
ore.

You find information on how to enable the Layer 2 network access for an Edge Device and how to
configure the IP address range in the following subsections.

You find information on how to create Edge Apps that require a Layer 2 network access in the
“Industrial Edge App Publisher - Operation (https://support.industry.siemens.com/cs/us/en/
view/109780392)" manual in the "Creating a Layer 2 network access" subsection.

5.4.1 Configuring a Layer 2 network access
Set up a Layer 2 network access on the Edge Device under the "Layer 2 (L2) for Apps" section, as
shown below for example:
Start IP Address 192 168 40 0
Metmask | 255 255 255 0
IP Address Range | 16 -
Depending on the starting IP address and the IP range of the Layer 2 network access, defined by
the subnet that you provide, a certain amount of IP addresses are available for the Layer 2
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5.4 Layer 2 network access

network access. In this example, the IP address range shows 16 reserved IP addresses. Since 1
IP address is reserved for the gateway and 1 is reserved for the network itself, 14 IP addresses are
usable. Setting up a Layer 2 network access configuration with just 2 reserved IP addresses is not
valid since 2 IP addresses are reserved by default, 1 for the gateway and 1 for the network itself.

(=]

Start IP Address 192 168 40
Metmask 255 255 255 0

IP AddressRange | 2 =

The selected range results in 0 usable addresses, please choose a different range.

To use the Layer 2 network access, the selected IP address range must be minimum 3.

Note

The amount of usable IP addresses is always displayed in the dialog.

Whenyou click "Advanced Settings", you can specify which IP addresses can be used for the Layer
2 network access in the defined IP range. After clicking "Advanced Settings", a list with several
IP addresses, depending on the starting IP address and the IP range, are displayed, as shown
below for example:
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L2 Network Advanced Settings X

Gateway

192.168.40.2
192.168.40.3
192.168.40.4
192.168.40.5
192.168.40.6
192.168.40.7
192.168.40.8

192.168.40.9

By selecting an IP address, the IP address can be used for the Layer 2 network access for apps. By
not selecting an IP address, the IP address is blocked and will not be used.

Again, since 1 IP address is reserved for the gateway and 1 is reserved for the network itself,
minimum 1 IP address other than these 2 must be selected. Otherwise, an error will be displayed.
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5.4 Layer 2 network access

L2 Network Advanced Settings X
Gateway

B IP Addresses for Layer 2

[ 192.168.40.2
[ 192.168.40.3
[J192.168.40.4
[ 192.168.40.5
[ 192.168.40.6
[ 192.168.40.7
[J192.168.40.8

[J192.168.40.9

The selected range results in 0 usable addresses, please choose a different range.
Apply
By default, the gateway is within the entered IP range. Under "Gateway", you can define an IP

address for the gateway to obtain 1 more available IP address in the given IP range, but the IP
address of the gateway must be within the entered subnet.
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L2 Network Advanced Settings X

Gateway 192 168 40 20

IP Addresses for Layer 2

4]

.40.0 (Network) -

C

192.168.40.1
192.168.40.2
192.168.40.3
192.168.40.4
192.168.40.5

192.168.40.6

4]

192.168.40.7

4]

192.168.40.8

192.168.40.9

If you select the maximum available IP address range back in the "Layer 2 (L2) for Apps” section,
1 IP address will be also reserved for broadcast, as shown below for example.

Layer 2 (L2) for Apps (Optional)

Start IP Address 192 168 40 128

Netmask 255 255 255 ]

IP Address Range | 2 -
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L2 Network Advanced Settings X

Gateway

192.168.40.246
192.168.40.247
192.168.40.248
192.168.40.249
192.168.40.250
192.168.40.251
192.168.40.252
192.168.40.253

192.168.40.254

To save the Layer 2 network access changes, click "Apply".

5.5 Settings

5.5.1 Editing network and Layer 2 network access settings

If you want to, you can again edit the configured network settings or set up a Layer 2 network
access on this Edge Device before you onboard the Edge Device to the IEM.
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5.5 Settings

Procedure

1. In the "Activate Edge Device" screen, click "Settings".

The "Settings" screen is displayed.

Settings
Proxy Docker Network System
® $ ens33
Dog
192.168.80.24/24 8
Enabled
Note

Connected network interface

When you select a network interface, for example X1 or X2, during the creation of the Edge
Device configuration file that should be used to connect the Edge Device to the IEM, the
respective network interface will be also displayed in this screen.

2. To edit the network settings, click the # icon.
The "Edit Network Interface" screen is displayed.
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Edit Network Interface X

DHCP

DNS (Optional)

Primary DNS
Secondary DNS
Layer 2 (L2) for Apps (Optional)
Start IP Address | 192 168 80 24
Netmask | 255 255 255 ]

IP Address Range |8 =

3. Configure the IP address, either automatically through DHCP server or through static
information, and the DNS server as required.
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4. Edit the configured Layer 2 network access or set up a Layer 2 network access on this Edge
Device under the "Layer 2 (L2) for Apps" section, as shown below for example.

yer LZ) ror Apps (Uptiona

Start IP Address 192 168 40 0
Metmask 255 255 255 0

IP Address Range | 16 =

Note

Removing Layer 2 network access

If you remove a configured Layer 2 network access on this Edge Device and if apps, that are
running on this Edge Device, are using the Layer 2 network access, the apps will not work
anymore.

You find more information on the Layer 2 network access in the "Layer 2 network access
(Page 156)" and the "New Edge Device - Parameters (Page 153)" subsections.
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5. When you click "Advanced Settings", you can specify which IP addresses can be used for the
Layer 2 network access for apps in the defined IP range.
After clicking "Advanced Settings", a list with several IP addresses, depending on the starting
IP address and the IP range of the Layer 2 network access, are displayed, as shown below for
example:

L2 Network Advanced Settings X

Gateway

192.168.40.2
192.168.40.3
192.168.40.4
192.168.40.5

.168.40.6

<
-
w
kJ

<
-
w
kJ

.168.40.7

=
—
[fs]
(5]

.168.40.8

192.168.40.9

By selecting an IP address, the IP address can be used for the Layer 2 network access for apps.
By not selecting an IP address, the IP address is blocked and will not be used. By default, the
gateway is within the entered IP range. Under "Gateway", you can define an IP address for the
gateway to obtain 1 more available IP address in the given IP range, but the IP address of the
gateway must be within the entered subnet.
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L2 Network Advanced Settings X

Gateway 192 168 40 20

192.168.40.1
192.168.40.2
192.168.40.3
192.168.40.4
192.168.40.5
192.168.40.6
192.168.40.7
192.168.40.8

192.168.40.9

6. To save the Layer 2 network access changes, click "Apply".

7. To save all changes, click "Update".

5.5.2 Setting up a proxy server

With the use of a proxy server, the admin of the IEM (and of Edge Devices) can add, edit and
remove proxy rules to redirect specific data traffic. The admin can also disable redirection of
specific data traffic through the proxy.

App developers do not need to implement their own proxy settings. The proxy settings described
in this procedure apply for all IEM components.
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Procedure
1. Click the "Proxy" tab.

Settings X

LAN Docker Network System

2. To use a proxy server, click the "Use a proxy server" check box.
The input fields for the proxy server settings are enabled.

3. Enter the IP address and the corresponding port of the proxy server in the according input
fields.

4. If needed, enter username and the corresponding password in the according input fields in
case of an additional authentication for the proxy server.
When authentication is required, the password must match the following criteria:

— The password must start with an alphabetic character
— The password must not contain complex characters, such as\. *"
— The password must not be longer than 21 characters

The settings apply for HTTP and HTTPS proxy servers.
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5. Click "Next".
The "No Proxy" tab is displayed.
Settings ? x
LAN Proxy Docker Network System

l#| Use a proxy server

Cron [ voros JIB

Custom Port

IP address Action
0.0.0.0/8 -
10.0.0.0:18 -
127.0.0.0/8 -
169.254.0.0116 -
172.16.0.012 -
192.168.0.0116 -
224.0.0.0/4 -

240.0.0.074 —

In the "No Proxy" tab, add all the IP addresses which shall be accessed directly (without use
of proxy).
By default, several no proxy addresses are listed which are required by the IEM.

6. If you want to add a further IP address which shall be accessed directly, enter the IP address
or domain of the no proxy address in the "IP* input field and click the + icon.
The address is added to the no proxy list.
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7. Click "Next".
The "Custom Port" tab is displayed.
Settings ? X
LAN Proxy Docker Network System

#| Use a proxy server

Cron 2 norooy | 3 cumomron

Protocol

http ¥

Protocol Port Action
http 80 -_
https 443 —_
https 2020 -_

In the "Custom Port" tab, you configure ports for apps which use the configured ports for
outgoing communication through the proxy on HTTPS or HTTP protocols. For your apps, use
ports between the port range 32768-60999.

By default, several ports are listed which are required by the IEM.

Note
Default no proxy addresses and ports

The default no proxy addresses and ports are essential for running the IEM and cannot be
deleted.

8. If you want to add a further port, select the required protocol from the "Protocol" drop-down
list and enter the required port.

9. To add the port, click the * icon.
The port is added to the port list.

10.To add the proxy settings, click "Configure”.

11.Confirm the proxy settings by clicking "Ok".
The proxy settings are saved.

Note
Setting up a proxy server after onboarding the Edge Device
You can also configure and update the proxy settings after you have onboarded the Edge

Device to the IEM. In the Edge Device Ul, navigate to the "Settings > Connectivity > Proxy
Network" section and set the proxy settings.
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5.5.3

Procedure

170

Configuring the Docker network

In the "Docker Network" tab, you can edit the IP range of the docker0 interface of the Edge
Device, if necessary.

The IP address of the dockerO interface is the start of the dockerO interface. By default, the
dockerO interface starts with 172.17.0.0. By default, the Edge Device contains 2 Docker
networks, 1 for the proxy-redirect and 1 for the dockerO interface (that you create in the "IP
Address" input field). When you install an app which creates a new Docker network on the Edge
Device, the Docker network of the installed app must not overlap the Docker networks of the
Edge Device and need free Docker network IP ranges on the Edge Device. Otherwise, if you want
to install an app that tries to create a new Docker network on the Edge Device but the Edge
Device has no free Docker network IP ranges, the app installation fails.

You can just edit the IP range in a given range with a specific netmask to prevent errors in the
system.

1. In the "Settings" screen, click the "Docker Network" tab.

2. In the "IP address" input field, enter the IP address that you want to use for the dockerQ
network.

Settings X
LAN Proncy System

IPaddress | 172 =|| 16 =

Netmask

3. To save the settings, click "Configure".
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5.5.4 Downloading logs

Procedure
1. Click the "System" tab.

Settings X
LAN Proxy Docker Network System
KD
T
D =)
Download Logs Log Settings NTP Server

2. Click the "Download Logs" tile.
The log file is being downloaded to the standard download folder of your Internet browser.

5.5.5 Editing log settings

By default, Edge Apps are enabled to log into the internal memory of the Edge Device. Under
"Log Settings", you select the log levels that are being logged into the internal memory.
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Procedure
1. Click the "System" tab.
Settings X
LAN Proxy Docker Network
—
[ e
D T
Download Logs Log Settings NTP Server
2. Click the "Log Settings" tile.
The "Log Settings" screen is displayed.
Log Settings X
Enable Logs (Allow Edge Apps to log into the Internal Memor
Log Lewvels
Info hd
By default, Edge Apps are enabled to log into the internal memory of the Edge Device. The
"Info" log level is selected by default which means that all log levels up to this level are
generated.
3. If you want to disable logging into the internal memory of the Edge Device, deselect the
“Enable Logs" check box.
4. If you want to keep logging enabled, select the log level you want to log into the internal
memory from the drop-down list.
All'log levels up to this selected log level are generated and logged into the internal memory.
5. To save your changes, click "Update".
5.5.6 Adding an NTP server

A flawless operation of the Industrial Edge Management and Edge Devices require time
synchronization of the Industrial Edge Management and Edge Devices. To properly synchronize
the time on the Industrial Edge Management and Edge Devices, an NTP server is recommended.
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Connecting an Edge Device
5.5 Settings

If you already have added an NTP server during the configuration of the Industrial Edge
Management OS and use the same NTP server for your Edge Devices, you can skip this procedure.

Procedure
1. Click the "System" tab.

Settings X
LAN Proxy Docker Network System
KD
D
D D
Download Logs Log Settings NTP Server

2. Click the "NTP Server" tile.
The "NTP Server" screen is displayed.

NTP Server X

servers

vers added
Missing NTP configuration may break your communication with server.

3. If you have not added minimum 1 NTP server or you want to add more NTP servers, enter the
NTP server in the "Server Name" input field.

4. To add the NTP server, click the plus icon.
The NTP server is added to the server list. You can add several NTP servers. In case that 1 of
them is unavailable, the next NTP server from the list will get active.

5. Click "Submit".

Industrial Edge Management - Getting Started 08/22
Getting Started, 08/2022, A5E50177870-AK 173



Connecting an Edge Device

5.6 Secure connection

5.6 Secure connection

Connected Edge Device with self-signed certificates or certificates from the IEM

When you create a new Edge Device in the Management Ul with self-signed certificates or
certificates from the IEM itself and enter the IP address of the Edge Device into the Internet
browser, you notice that the connection is not secure. After you browse the created
configuration file of the Edge Device and connect the Edge Device to the IEM, the connection to
the Edge Device is still not secure. Import the self-signed certificates or the certificates from the
IEM itself to the settings of the Internet browser according to the "Importing certificates to the
Internet browser" subsection and to the Edge Device according to the "Importing certificates”
subsection, both described in the "Industrial Edge Management - Operation (https://
support.industry.siemens.com/cs/us/en/view/109780393)" manual. After you have imported
the certificates, refresh the Internet browser of the Edge Device Ul. The connection is secure now.

Connected Edge Device with wildcard or SAN certificates

When you create a new Edge Device in the Management Ul with wildcard or SAN certificates and
enter the IP address of the Edge Device into the Internet browser, you notice that the connection
is not secure. After you browse the created configuration file of the Edge Device and connect the
Edge Device to the IEM, the connection to the Edge Device is secure. This secure connection
requires that the CA-chain is imported to the settings of the Internet browser.
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Installing an app

To get apps in general into the IEM, you have the following possibilities:

¢ Copying apps directly from the IE Hub to the IEM instance

¢ Uploading apps through the IE App Publisher to the IEM

* Importing apps through the "Import Application" button in the "Catalog" screen in the

Management Ul

The following subsections describe the procedure on how to copy an app from the IE Hub to the

IEM instance and om how to install them.

6.1 Copying apps to the IEM

The following procedure describes the transfer of the "IE Databus" System App from the IE Hub
to the IEM. Proceed in the same manner for every other app.

Procedure
1. Log into the IE Hub.
2. In the navigation menu, click "Library".

3. Click the copy icon of the "IE Databus" app.

|E Cloud Connector |E Databus

=
[ig
[P

=
[ig

SIMATIC 57 Connec...

The "Copy Application to IEM catalog” screen is displayed.
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6.2 Installing apps on Edge Devices

4. From the drop-down list, select the IEM instance to which you want to copy the app to.

5. Click "Copy".

The app is being transferred to the catalog in the Management Ul of the selected IEM
instance. You can check the status of the transfer by clicking the jobs icon in the respective
Management Ul.

|?4ﬁ:.

When the transfer is completed, the app is available in the catalog.
= Management

ﬁ Home

\_%?f Catalog ‘

iR’ Edge Devices
r’:ﬁi Backups m
-J'ﬂ My Installed Apps

IE Databus
@ Data Connections
& App Projects

|

2 Groups v

To install the System App, you must add Edge Devices to the IEM.

6.2 Installing apps on Edge Devices

The following procedure describes the installation of the "IE Databus" System App. Proceed in
the same manner for every other app.

Requirement
¢ Minimum 1 Edge Device is connected and running in the IEM.

e The app is available in the catalog of the Management Ul.
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6.2 Installing apps on Edge Devices

Procedure
1. In the navigation menu in the Management Ul, click "Catalog".

2. Click the app tile, in this example the "IE Databus" System App.
The app details are displayed.

% |IE Databus

Description

IE Databus

Additional Information

1l xB6-64

)
ME

Note
Verified Edge Apps
Verified and trusted Edge Apps by Siemens are marked with the % icon.

3. Click "Install".
The "Install App" screen is displayed.

4. Without selecting a configuration, click "Next".
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6.2 Installing apps on Edge Devices

5. Select the Edge Devices on which you want to install the app.

Install App

m |E Databus

1 | contpnions | | oeves

Q ¥ v  2selected Wi v  OnlineFirst T w m 20f2

s (I

Edge Devices List
fuerth

||||||.’ Industrial Edge - SIMATIC IPC227E
Install
munich
|||-’ Industrial Edge -
ndustrial Edge - SIMATIC IPC427E
— |nstall

You can select several Edge Devices to install the app to.

6. Click either "Install Later", "Install Now" or "Install Delayed".
"Install Now" installs the app immediately. When you click "Install Later", selectaninstallation
time. When you select "Install Delayed", you can delay the installation within the next 60
minutes. You can select a delay time according to your network configuration and app size.
In this case, the installation job will be created indeed (in "Pending” status) but will not be
executed until the selected delayed time has passed.

Note
Installation time

When you select "Install Later", a calendar and the local system time is displayed for selecting
the installation date and time.

You can check the installation status in the "Job Status" menu item. After the app is installed
successfully, the app is listed under "My Installed Apps" in the Management Ul of the IEM.
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6.3 Launching apps configured by a configurator

6.3 Launching apps configured by a configurator

To use the "IE Databus" System App and some other special apps, the according configurator
must be installed in the Maintenance Ul of the IEM, as described in the "Installing configurators
(Page 134)" subsection. These configurators can only launch (and configure) the respective app
when the app is installed on your Edge Devices. Apps that are being configured by a
configurator and that are installed on Edge Devices are also considered as runtime apps.

Requirement
¢ The configurator is installed in the Maintenance Ul of the IEM.

¢ The respective runtime app is installed on an Edge Device.

Industrial Edge Management - Getting Started 08/22
Getting Started, 08/2022, A5E50177870-AK 179



Installing an app

6.3 Launching apps configured by a configurator

Procedure
1. In the Management Ul, navigate to "Data Connections".
Apps configured by a configurator are displayed in the "All System Apps" tab.
Management SIE
All System Apps
IE Databus IE Cloud Connector SIMATIC 57 Connector
. ___________________§ |
2. Click the tile of the respective app, in this example the "IE Databus" System App.
The "Launch App" screen is displayed.
Launch App

m IE Databus

Q P v YT v Online First 1T W s 2of 2

m| munich
[[] g -
Industrial Edge - SIMATIC IPC427E
— | aunch
| fuerth

||I|||f Industrial Edge - SIMATIC IPC227E
— Launch
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6.3 Launching apps configured by a configurator

3. Select the Edge Device on which the app is installed and which you want to launch.

Launch App

m |E Databus

Q P v Y v~ OnlineFirst 4T w I 2 of 2

| munich

|||" Industrial Edge - SIMATIC IPC427E
— | gunch

fuerth

“I“I.’ Industrial Edge - SIMATIC IPC227E
m— | aunch

1 Edge Device selected to launch app m

Only Edge Devices on which the app is installed are available. You can only select 1
Edge Device.

4. Click "Launch".
The app is launched and will be opened in a new tab inside the "Data Connections" screen.

In that way, you can launch several apps on different Edge Devices and swicth between the
apps through the tabs.

‘---Ju ‘-:.l
All System Apps & EDatabus X o E Databus x

an munich

Configuration for fuerth
User View Topic View

The tab displays the app name and the respective Edge Device.
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6.3 Launching apps configured by a configurator
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Example of use - Monitoring bottle filling process

7.1 Description

7

This example uses the self-created "Archiving & Visualization" app which is based on a bottle
filling process application from which data values are collected, stored in an Influx-Database
(InfluxDB) and visualized via a Grafana dashboard.

General task

The "Archiving & Visualization" app collects data from an S7-1500 PLC by using the SIMATIC S7
Connector Configurator. The collected data is automatically published to the IE Databus which
is an internal MQTT broker of Industrial Edge. The "Archiving & Visualization" app uses a MQTT
client (data collector) to subscribe to the IE Databus and write these values into an Influx-

Database. The time series of the collected data can then be plotted within the Grafana

dashboard.

Structural overview

The following figure shows a simplified structural overview of this example:
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Example of use - Monitoring bottle filling process

7.2 System setup and requirements
7.2 System setup and requirements

System setup
This example is applied with the following system setup:
e Industrial Edge App Publisher Ul: V1.3.7
¢ Industrial Edge Management: V1.3.8
¢ SIMATIC S7 Connector Configurator: V1.3.40
* SIMATIC S7 System App: V1.3.21
* |E Databus Configurator: V1.3.5
» |E Databus System App: V1.3.2
¢ Industrial Edge Device: V1.3.0

Additional tools and requirements
e OS: Linux
* Docker version 18.09
¢ Docker-compose version 2.4
¢ Development environment Visual Studio Code
e TIAPortal V16
e PLC:CPU 1511 FW 2.8.3

SIMATIC S7 Connector Configurator

In this example, the SIMATIC S7 Connector Configurator is used in the "Bulk Publish" mode to
collect tags from the TIA Portal project "Tank Application”. The used PLC name is "PLC_1"and the
following tags are being collected:

* GDB_signals_tankSignals_actLevel (Read/100ms)

» GDB_signals_tankSignals_actTemperature (Read/100ms)
* GDB_process_numberProdued (Read/100ms)

* GDB_process_numberFaulty (Read/100ms)

* GDB_hmiSignals_HMI_Nextbottle (Read&Write/100ms)

IE Databus Configurator
In this example, the |IE Databus Configurator is configured with following parameters:
* Topic: iel#
* Username: edge

* Password: edge
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7.3 Building the app

7.3 Building the app

To build respectively create the app, you must download the needed resources from a public
Github repository and afterwards build the app in your IDE, in this case Visual Studio Code.

Procedure

1. Open the Github repository under the following link (https://github.com/industrial-edge/
archiving-and-visualization).

2. Clone the repository by clicking "Code" and the download icon under the "HTTPS" section.

B3 Clone @

HTTPS GitHub CL

https://github.com/industrial-edge/archivi

Use Git or checkout with SVN using the web URL.
[ Open with GitHub Desktop

) Download ZIP

3 months ago

3. Open Visual Studio Code.
4. Display the command palette by entering <CTRL>+<SHIFT>+<P>.

5. In the command palette, search for "Git: Clone" and select it.

Welcome - Visual Studio Code

Run Terminal Help
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Example of use - Monitoring bottle filling process
7.4 Creating the project and app in the Industrial Edge Management

6. Paste the cloned GitHub repository and perform the "Clone from URL" command.

Welcome - Visual Studio Code

in Terminal Help

https://github.com/findustrial-edge/archiving-and-visualization.git

Clone from URL http
lone From GitHub

s from a
to use

pde

7. Select or create the folder you want to clone the repository to.
The repository is cloned to the selected folder.

8. In the command shell, navigate to the ".../archiving-and-visualization/" folder of the cloned
repository.
The docker-compose.yml file should be located in this folder.

9. Build the app by entering the docker-compose buildcommand intothe command shell.
The InfluxDB and Grafana container are being created.

7.4 Creating the project and app in the Industrial Edge Management

Procedure
1. Open and log into the Management Ul.

2. Navigate to "App Projects".
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7.4 Creating the project and app in the Industrial Edge Management

3. Create an own project for the app by clicking "Create Project".
The "Create Project” screen is displayed.

Create Project

T
3
o

Company Information

? x

company found.

4. Enter all required information:

— Project Name

— Description

— Company Information

Create Project

Project Name

Archiving and Visualization

Description

Company Information

Slemens

5. Click "Next".

=)
X

In the following screen you create the app on the IEM side.
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7.4 Creating the project and app in the Industrial Edge Management

6. Enter all required information:
— Application Name
— Repository Name
— Website
— Description
— Category

— lcon

Create Project ? x

oack | oo

Application Name
Archiving and Visualization

Repository Name
archivingandvisualization

Website
www.siemens.com

(] Use Edge Device Auth Service (optional)

Do not use Edge Device Auth Service.

(O Labels

Assign application labels

(] External Configurator

No external configurator.

Description
Saves PLC tags Into InfluxDB and plots them via Grafana

Category
Retail A

lcon

# X

15 Grafana
D influxdb
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7.5 Creating the app version in the IE App Publisher

Note
"Use Edge Device Auth Service", "Labels" and "External configurator"

Do not select these options since it is not required for this app.

7. Click "Create".
The project and app has been created in the IEM.
Now you must create the app version including its configuration in the IE App Publisher and
upload it to the created project respectively app.

7.5 Creating the app version in the IE App Publisher

Requirement
* Connected to the IEM.
* Connected to a Docker engine.

You find information on how to connect to the IEM and to a Docker engine in the "Connecting
the IE App Publisher" section in the "Industrial Edge App Publisher - Operation (https://
support.industry.siemens.com/cs/us/en/view/109780392)" manual.
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7.5 Creating the app version in the IE App Publisher

Procedure

190

1.
2.

Open and log into the IE App Publisher.

In the "My Projects" section, select the created project and click the newly created app tile.

f::]:f, My Projects &

Archiving and Visualization | - |

S Grafana
+

o~

) influxdb

{
.

Archiving and Visualiz

The version table is displayed.

3. Click "Configurations".

Add a new configuration by clicking "Add Configuration".

The app configuration screen is displayed.

Enter all required information:

Display Name
Description

Host Path

Template Name
Template Description

Template File
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7.5 Creating the app version in the IE App Publisher
6. Forthe templatefile, click "Browse" and select the "env-config.json" file which is contained in
the ".../cfg-datal" folder in the cloned repository.

Archiving and Visualization Configurations b 4

Display Name
myconfig

Description
configures data source and database name

Host Path
Jcfg-datal

Sub Path

Full Path: ./cfg-datal

Secure

(] Versioned

— Add Template

Name
mytemplate

Description
default config

(] Json Schema

Select Template File

env-config.json
S Browse

7. Click "Add".
The app configuration has been created.

8. In the version table, click "Add New Version".

Docker Engine: + Createlmage & Pull Image | workspace:
Archiving and Visualization » Versions ?
Version Status Actions
x86-64 - (Repo: archiving) No Versions + Add New Version

The "Create Version" screen is displayed.
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7.5 Creating the app version in the IE App Publisher

9. From the drop-down list, select the 2.4 docker-compose version and click "Ok".

10.Click "Import YAML" and select the "docker-compose.ym!" file from the cloned repository.

Templates
Chadsenics |0 mportva__

11.Click "Ok".
The contained services and network parameters are displayed.
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7.5 Creating the app version in the IE App Publisher

12.1f needed, configure a reverse proxy by clicking the icon in the "grafana” service section
and clicking the "Network" tile.
Areverse proxy is a proxy server thatis preconnected to a webserver to protect the webserver
from direct access from the public network/Internet. Public clients will not get direct access
to the destination server. Requests are taken from clients and can be checked by security
rules. After the checks, the request can be sent to a server instance. In Industrial Edge, the
reverse proxy is handling the incoming requests, such as opening the IE Flow Creator or a
Grafana dashboard for data visualization.
In the "Network" screen, add the reverse proxy information.

Metwork x

Metwork Mode W

Container Port
3000
HTTPS v

Service Name
grafana

Rewrite Target

Note
Port exposure

Port exposure must be removed in this case. For that, click the @ icon at the bottom of the
"Network" screen.

After you have configured, the reverse proxy, save the changes.
13.Click "Review".
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7.5 Creating the app version in the IE App Publisher

14.Click "Validate & Create".
The "Add Version" screen is displayed.

Add Version b 4

Redirect URL

@ Default (O) Custom
http://[core name].192.168.80.153:9443:33000:3000 (grafana) ~
Pa nalj
E t & name 2.168 53:9443:33000:3000 3
Version
Major Minor Maintenance
0 0 1

Allow application access without login

15.Click "Create".

This process may take some time. After the app version has been created, the version is listed
in the version table and ready to upload.

16.Click "Start Upload".

Archiving and Visualization » Versions + Configurations [ifs
Version Status Actions

x86-64 - (Repo: archiving) 1 Version
Ready To Upload - (0.0.1) | s X i O =

The app version is getting uploaded to the IEM. Once the app version is successfully uploaded
to the IEM, you must install the app version onto your Edge Device.

Industrial Edge Management - Getting Started 08/22
194 Getting Started, 08/2022, ASE50177870-AK



Example of use - Monitoring bottle filling process

7.6 Installing the app
7.6 Installing the app

Procedure
1. In the Management Ul, navigate to "App Projects".
2. Open the project in which the app has been created.

3. Click the tile of the created app.
All available versions of the app are displayed.

4. Install the app version by clicking the & icon under "Actions".
The "Install App" screen is displayed.

Install App X

Archiving and Visualization

B Grafana Siemens

) influxdl

O myconfig o

Full Path: .icfg-data
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7.6 Installing the app

5. In the "Configurations” tab, click the [/ icon to review your configuration file.
Based on this configuration, you can configure the app to use a different database name,
different credentials for the IE Databus or a different datasource name.
In this example, "PLC_1/default" is entered under "DATA_SOURCE_NAME" because the used
PLC name in the SIMATIC S7 Connector is "PLC_1" and the "Bulk Publish" publish option is
enabled, so the "default" keyword is needed.

Edit Configuration Template X

{
"erv™: {
"MQTT_BROKER_SERVER": "ie-databus”,
"MQTT_TOPIC": "ield/j/simaticiv1/s7c1idpirl”,
"DATA_SOURCE_MAME": "PLC_1/default’,
"MQTT_USER": "edge”,
"MOQTT_PASSWORD": "edge”,
"INFLUXDB_IP™: "influxdb”,
"INFLUXDB_DATABASE™ "databus_walues”
]
]

6. Select the configuration file.

Install App *

Archiving and Visualization

B Grafana Siemens

\ ’ |I'_‘_f'l. e

myconfig o
Full Path: .icfg-data
mytemplate
7. Click "Next".

8. Select the Edge Device on which you want to install the app.
9. Click "Install Now".

10.To install the app, click "Allow".
The appis beinginstalled. You can check the installation status in the "Job Status" menu item.
When the app has been installed successfully, you can start the app from the Edge Device Ul
of the respective Edge Device.
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7.7 Starting the app
7.7 Starting the app

Requirement
¢ The SIMATIC S7 Connector project is started.
* Your PLCis in "Start" mode.

e "GDB".hmiSignals.HMI_Start is set to TRUE on your PLC.
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7.7 Starting the app

Procedure
1. Open and log into the Edge Device Ul on which you installed the app.
2. In the "Apps" screen, click the tile of the app to start it.
mr Apps
’i"i‘ Management
il statistics -
. m I5 Grafana
T ¥
Eg:', My User Groups ( .l'f?f_-'..
\t_},}; Catalog
f Settings = )
Archiving and Vis
The app will be opened in a new tab and the Grafana login screen is displayed.
Welcome to Grafana
D
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3. Log in with the following credentials:
— Username: admin
— Password: admin

4. Change the password.
The Grafana home screen is displayed.

L (o) B8 Home

Welcome to Grafana

The steps below will
anide von to quickly

Configuration "9 up your
stallation.

| B Data Sources

A Users
A\ Teams
% Plugins
tlt Preferences

o APl Keys

6. Click "Add data source".
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7.7 Starting the app

7. Add the new "InfluxDB" data source by entering "InfluxDB" in the search bar and selecting it.

@ Add data source

InfluxDB

InfluxDB

& Core

The data source is added.
8. In the "URL" input field under the "HTTP" section, enter the "http:/linfluxdb:8086" address.
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7.7 Starting the app

9. Inthe "Database" input field under the "InfluxDB Details" section, enter the "databus_values"
database name.

HTTP

URL
Access Server (default)

Whitelisted Cookies

Auth

Basic auth With Credentials
TLS Client Auth With CA Cert
Skip TLS Verify

Forward OAuth Identity

Custom HTTP Headers

+ Add header

InfluxDB Details

Database databus_valu
User
Password

HTTP Method

10.Click "Save & Test".
You should receive a notification "Data source is working". If not, you might have selected a
different name in the configuration file. In that case, check again the configuration file.
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7.7 Starting the app

11.In the "Dashboard" section, add a new panel.
You are able to select and configure your tags.

8 Query v 5 Transform

default @

default .

field (vah GDB_hmiSignals_HMI_NextBottle

- GDB_process_numberFaulty

GDB_process_numberProduced
Timese gpp signals_bottleSignals_actLevel
GDB_signals_tankSignals_actlLevel

GDB_signals_tankSignals_actTemperature

12.Select the values you want to plot.

13.Remove the "Group By" options and the "SELECT mean(value)" option.
The tag values, and by that the bottle filling process, are displayed and monitored via the
dashboard.
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List of abbreviations/acronyms

Abbrevia-
tion

Description

IE

Industrial Edge

IED

Industrial Edge Device

IEH

Industrial Edge Hub

IEM

Industrial Edge Management

IEMA

Industrial Edge Management App

IERT

Industrial Edge Runtime

IEAP

Industrial Edge App Publisher

IED-OS

Industrial Edge Device Operating System

IEM-OS

Industrial Edge Management Operating System

VM

Virtual Machine

ul

User Interface

CLI

Command Line Interface

IEFC

Industrial Edge Flow Creator

SAS

Shared Access Signature

SSH

Secure Shell

loT

Internet of Things

DHCP

Dynamic Host Configuration Protocol

API

Application Programming Interface

TPM

Trusted Platform Module

LAN

Local Area Network

FQDN

Fully Qualified Domain Name

NTP

Network Time Protocol

L2

Layer 2

LLDP

Link Layer Discovery Protocol

CIDR

Classless Inter-Domain Routing

IEACS

Industrial Edge Application Configuration Service

IEDK

Industrial Edge Device Kit

IECTL

Industrial Edge Control

IESS

Industrial Edge State Service

DEX

Digital Exchange
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.app file
File extension for IE Edge Apps.

3rd Party Industrial Edge App
3rd Party IE Apps are not provided by Siemens, but by 3rd party providers.

Admin Ul

Included in the Industrial Edge Management App. Ul enabled for admins and users with admin
permissions to manage IED-OS versions and registered users for example.

Application Programming Interface (API)

In computing, an Application Programming Interface (API) is an interface that defines
interactions between multiple software applications or mixed hardware-software
intermediaries. It defines the kinds of calls or requests that can be made, how to make them, the
data formats that should be used, the conventions to follow and so.

Centrally-managed Edge

Edge Device and Edge App management is done centrally in the Industrial Edge Management.

Classless Inter-Domain Routing (CIDR)

Classless Inter-Domain Routing (CIDR) is the successor to class-oriented domains for Internet
routing and enables better allocations of Internet addresses. It combines a number of class C
Internet Protocol (IP) addresses to reduce the burden on routing tables in the Internet.

Container

Containers are isolated environments on a shared operating system. Unlike VMs, containers do
not bundle a full operating system, but only required libraries and settings for running the
intended software. Containers are isolated on the kernel layer. This makes for efficient,
lightweight, self-contained systems and guarantees that software will always run the same
regardless of where it is deployed.

Data source

A data source is a physical element of a device, e.g. OPC-UA Server or S7, which collects data in
the automation level.
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Device-0S

Operating system used by Device Builders to integrate into the IED-OS.

Disaster Recovery (DR)

Docker

Industrial Edge

Disaster Recovery (DR) is an area of security planning that aims to protect an organization from
the effects of significant negative events. Having a disaster recovery strategy in place enables an
organization to maintain or quickly resume mission-critical functions following a disruption.

Docker is a container platform that eases configuring, creating and sharing specific development
environments and packaging software to be deployed everywhere. Docker provides a runtime
and image format and a command line interface.

Industrial Edge represents an open, ready-to-use Edge computing platform consisting of Edge
Devices, Edge Apps, Edge connectivity and an app and device management infrastructure. It
enables collecting and analyzing data from industrial resources, enables a faster and more
reliable rollout of apps on the shop floor, and provides central management for devices and apps
with maximum scalability — with no need to intervene in the existing automation system (for
example, to adapt controller software). Depending on your requirements, you can determine
data that stays locally and data that can be used with a cloud solution on an optional basis.

Industrial Edge App Configuration Service (IEACS)

The Industrial Edge App Configuration Service enables to display templated app configuration
files. App developers, that used templated app configurations in their applications, benefit from
displayed forms in the Management Ul and gain advantage of input validation, error messages
and highly improved usability for the customer.

Industrial Edge App Publisher (IEAP)

Software application that enables packaging and publishing of Industrial Edge Apps. The IEAP
is available as Linux and Windows application.

Industrial Edge App Publisher CLI

Command Line Interface of the Industrial Edge App Publisher to use the IEAP in a build pipeline
for example.

Industrial Edge Cloud Connector
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App for data distribution to data services of cloud providers.
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Industrial Edge Cloud Connector Configurator

Configurator for the IE Cloud Connector. In contrast to the IE Cloud Connector, the IE Cloud
Connector Configurator is executed in the IEM and not on the Edge Device.

Industrial Edge Connectors

Connecting to external systems to exchange data (without preprocessing). The name is derived
from the protocol that is being used to connect to the system, for example the SIMATIC S7
Connector is derived from SIMATIC S7 protocol.

Industrial Edge Control (IECTL)

The Industrial Edge Control (IECTL) is a Command Line Interface to interact with Industrial Edge
and its components.

Industrial Edge Databus
System App for data distribution in Industrial Edge.

Industrial Edge Databus Configurator

Configurator for the IE Databus. In contrast to the IE Databus, the IE Databus Configurator is
executed in the IEM and not on the Edge Device.

Industrial Edge Device Kit (IEDK)

Abstraction layer that separates hardware specifics from the operating system with the software
functionality of the IERT.

Industrial Edge Device License

License (subscription) which customers purchase from Siemens. The Edge Device license
includes the annual fee for each Industrial Edge Device that is centrally managed through an IEM.

Industrial Edge Device OS (IED-0S)

Software (Operating System) that is running on a SIMATIC IPC Edge Device. The IED-OS enables
SIMATIC IPCs to be managed as Edge Device.

Industrial Edge Ecosystem

The Industrial Edge Ecosystem builds on top of the IE Platform and serves for value creation by
partners, such as App Providers, Device Builders, Solution Partners and others.
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Industrial Edge Hub Access

Offer that is available in the Siemens Industry Mall. The offer includes access to the Industrial
Edge Hub.

Industrial Edge Management License

License (subscription) which customers need to buy in the Industry Mall or marketplace. The
management license for IE Devices includes the annual fee to manage an Industrial Edge Device.

Industrial Edlge Management On-Premises

IEM On-Premises describes the installation and use of IEM on computers at the premises of the
organization using the software, not at a remote facility. IEM is operated by the customer.

Industrial Edge Management OS (IEM-OS)

The IEM-OS is the core orchestration engine of the Industrial Edge Management. Hosts IEM
Services and provides service capabilities.

Industrial Edge Management Services

Applications that are provided with the IE Hub Access and that are free of charge. An IEM Service
extends the IEM basic functionality. The IEM App, Device Catalog, IE State Service or the IE App
Configuration Service belong to IEM Services.

Industrial Edge Marketplace
Marketplace beside the Industry Mall to purchase IE Apps.

Industrial Edge Platform

Consists of the Industrial Edge Hub, the Industrial Edge Management and Industrial Edge
Devices.

Industrial Edge Runtime (IERT)
Software component that is running within the IEM-OS and IED-OS.

Industrial Edge Service Medium

Software artifact (*.iso) provided to flash onto USB flash drives. It is used to get log files of
bricked Edge Devices and to reset Edge Devices.

Industrial Edge State Service (IESS)

The Industrial Edge State Service is an |IEM service that provides the possibility to implement
Disaster Recovery (DR) strategies based on your DR plan respectively requirements. With the IE
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State Service, you can store the |IED state of an Edge Device on the IEM and restore a required
stored IED state on the Edge Device in case of any occuring errors respectively failuresin the Edge
Device.

Industrial Edge System App

The IE Databus is considered as the only System App. The System App is an application that is
provided free of charge with the IE Hub Access. It provides the data distribution in Industrial
Edge. In comparison to Edge Apps, the System App is shipped with the IEM by default and is
given special rights because it provides essential functionality for the IEM.

Industrial Edge App

Overall name for software applications which are distributed on the Industrial Edge Device. Apps
always have a direct benefit for the user (backbone of value delivery) but are limited in their
functionality. It can consist of one or more Docker containers. Siemens is not possible in the
product name.

Industrial Edge Device (IED)

A hardware device which includes the Edge Device OS, provided by a Device Builder, with the
purpose of providing Industrial Edge functionality. Industrial Edge Apps can be deployed on
Edge Devices. Contains the Industrial Edge Runtime (IERT).

Industrial Edge Hub (IEH)

The Industrial Edge Hub (IEH) is the entry point for Siemens customers into Industrial Edge and
the central starting point for downloading and configuring the Industrial Edge Management
(IEM). In the IEH, you download all necessary software for running the IEM and manage licenses
of purchased Edge Apps and Edge Devices. Also, the IEH provides a global catalog from which
you download Edge Apps and distribute to the Industrial Edge Management.

Industrial Edge Management (IEM)

Central user interface of Industrial Edge. The IEM provides Edge App and Edge Device
management, as well as system-internal configurations, such as the settings for connections to
controllers. The IEM runs locally in a VM based cluster.

Layer 2

The data link layer, or layer 2, is the second layer of the seven-layer OSI model of computer
networking. This layer is the protocol layer that transfers data between nodes on a network
segment across the physical layer.

Maintenance Ul

Ul to install and update IEM Services, configurators and the Industrial Edge Management App,
as well as Ul to configure IEM settings.
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Management Ul

Included in the Industrial Edge Management App and central user interface of Industrial Edge.
The Management Ul provides, amongst others, Edge App and Edge Device management.

Network Time Protocol (NTP)

Organization

Secrets

The Network Time Protocol (NTP) is a networking protocol for clock synchronization between
computer systems over packet-switched, variable-latency data networks.

Organization is an instance of the Industrial Edge Hub in which you manage resources such as
licenses, IEM instances, users and other entities such as Edge Device types and apps. You can
own or be a member of more than one organization to distinguish between different user
groups.

Secrets are sensitive data that generally must be protected.

Shared Access Signature (SAS)

Side loading

A shared access signature (SAS) provides secure delegated access to resources in your storage
account without compromising the security of your data. With a SAS, you have granular control
over how a client can access your data. You can control what resources the client may access,
what permissions they have on those resources and how long the SAS is valid, among other
parameters.

Describes the process of bringing IE Apps into the IE Platform without need of the IE Hub. Side
loaded apps can harm the system as Siemens has neither verified nor signed these applications.
The operator owns the responsibility for any impact to the IE Platform due to side loaded apps.

Siemens Digital Exchange (DEX)

The Siemens Digital Exchange (DEX) is the (Industrial Edge) marketplace for purchasing digital
products as well as services. This eCommerce marketplace seamlessly connects customers to
catalogs of Siemens and third-party software products and services. The DEX is reachable under
this link.

SIMATIC S7 Connector
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App that provides connectivity to the plant network.
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SIMATIC S7 Connector Configurator

Tags

Topic

Configurator for the SIMATICS7 Connector. In contrast to the SIMATICS7 Connector, the SIMATIC
S7 Connector Configurator is executed in the IEM and not on the Edge Device.

Tags refer to elements (variables), which allow values to be obtained from data sources (OPC-UA
or S7 etc.). They are combined into a relevant aspect. For example, "temperature” and "torque”
are data points of the aspect "Energy_consumption”. Tags are configured in SIMATIC S7
Connector Configurator.

A topic is a permanently defined access area. Measured data can be sent to a specific topic or
access area. Only users who have access to the area are allowed to use the data. The access area
is defined by the name of the topic.

Trusted Platform Module (TPM)

Trusted Platform Module (TPM) is an international standard for a secure crypto processor, a
dedicated microcontroller designed to secure hardware through integrated cryptographic keys.

Virtual Machine (VM)

A Virtual Machine (VM) imitates dedicated hardware and runs an operating system. Software
running inside the VM and end users have the same experience as on a dedicated system. laaS
providers use a so called hypervisor which provides the VM with the configured hardware which
is provided by the host. In the laaS environment the type of hardware can be almost anything
that is available in a data center.
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